HELP FOR YOUR
CLOUD & IT

The Benefits Of
Managed Services

CONNECT
WITH VPN

Put It To Use For
Your Business

COLLABORATE
WITH CITRIX
Tools For
Improvement

August 2014 Vol. 12 Iss. 08 | pctoday.com
Complimentary Copy

DON’T BUILD
YOUR NEXT
DATA CENTER.
LEASE.
CyrusOne
Provides All
The Resources
You Need

WHOLE CHICKEN
Tecumseh Farms Smart Chicken® is truly the most natural chicken in the United States. All Tecumseh Farms
products are raised without the use of animal by-products, antibiotics, or hormones, are 100% all-natural, and are
processed using puriﬁed cold air instead of adding non-potable water—that’s the air-chilled difference.

WWW.SMARTCHICKEN.COM

IN THIS ISSUE

www.pctoday.com

Table Of Contents
Volume 12 • Issue 8 • August 2014

ON THE COVER

DON’T BUILD
YOUR NEXT
DATA CENTER.
LEASE.
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TECHNOLOGY NEWS

IDC REPORTS GAINS IN DESKTOP PC
MARKET, BUT LONG-TERM FORECAST
REMAINS BLEAK

➤ In its latest “Worldwide Quarterly PC Tracker,” IDC
reports that PC shipments are expected to decline by
6% this year (a very slight downward adjustment from
the previously forecast 6.1%), which is less of a decline
than in recent years. In mature markets, a decrease in
tablet demand, economic improvements, and continued
desktop PC replacements (particularly among businesses)
following Microsoft’s cessation of support for Windows
XP contribute to a positive impact on the desktop PC
market (which includes desktops and full-sized laptops).
IDC expects the sunnier outlook will also help the U.S.
increase the margin of its lead over China in PC shipments through 2017. By contrast, declines in the desktop
PC market continue in emerging markets; IDC expects
shipments in some emerging market areas to “contract in
double digits” this year, and forecasts long-term overall
declines due to shifting emerging market demands and
increased smartphone and tablet sales. The accompanying
charts provide a broad view of the markets.

NPD SPEAKS TO TABLET
MARKET DECLINES

➤ NPD DisplaySearch recently reported that quarterly shipments of
tablet PCs worldwide declined yearover-year for the first time since
tablets hit the market, with 56 million units shipping in Q1 2014 compared with 59 million units in the
year-ago quarter. Overall, however,
the research firm expects tablet sales
for 2014 to exceed those of 2013 by
roughly 70 million units. “Most
major brands have recently reduced
their business plans for 2014,” says
Hisakazu Torii, vice president with
NPD DisplaySearch. “There is a risk
that the replacement cycle for tablet
PCs will lengthen beyond the one- to
two-year range . . .,” he adds.
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MODEST GAINS SEEN IN
IT SPENDING

➤ In a survey of more than 200 IT departments split about evenly among
small, medium, and large in the U.S.
and Canada, Computer Economics
found that 67% of respondents are
seeing IT operational budget increases this year, up from 61% in
2013, while 20% report decreases. The
median budget growth rate for 2014
is 2.4%, up slightly from 2% in 2011,
according to Computer Economics.
In terms of capital spending, 40% are
spending more, 35% are spending
less, and 25% say they’re spending
about the same as last year. Looking
ahead, 56% of respondents plan to
keep spending the same while 8%
expect to spend less.

2014

2018 (Forecast)

MUCH INSTALLED
SOFTWARE UNLICENSED

➤ According to BSA (The Software
Alliance), 43% of software installed on
PCs worldwide in 2013 was “not properly licensed,” and yet the users BSA
surveyed acknowledge that the security risks associated with installing unlicensed software are high. Unlicensed
software can include malware that can
expose computers to data loss and direct intrusions from hackers. BSA reports that there are higher incidences
of unlicensed software use in emerging
economies, and that many users simply
don’t know whether the software they
install is properly licensed. There is
also an economic cost, as BSA indicates
the value of unlicensed software installations in 2013 at $62.7 billion.

IN BRIEF
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TBR REPORTS STATE OF
HYBRID CLOUD

➤ Technology Business Research surveyed more than 1,600 enterprise purchasing decision makers worldwide for
a new report, which shows that 20% of
large enterprises have combined two
or more clouds to create a hybrid environment. As organizations seek better
inter-cloud operability, the number of
integrations will grow substantially
in the coming few years, according to
TBR. In describing the market hybrid
integration market, Jillian Mirandi,
TBR senior analyst, says, “Branded hybrid cloud vendors . . . have an advantage, as they offer public cloud, private
cloud, and built-in integrations along
with professional services to set up and
potentially manage their hybrid environments.” TBR forecasts that the
hybrid integration market in 2014 will
amount to $7 billion.

ABI SEES SHIFT IN
MOBILE MANAGEMENT

➤ ABI Research recently noted a
shift in enterprise mobile management practices, with MAM (mobile
application management) solutions
gaining steam at the expense of more
traditional MDM (mobile device
management) solutions. More than
60% of enterprises use MDM today,
says ABI Research, but the firm expects that share to drop almost as low
as 30% by the end of 2019, with MAM
accumulating the 60% share. “For
employees to embrace enterprise
mobility initiatives and more importantly policies,” says Jason McNicol,
ABI Research senior analyst, “more
flexible yet secure solutions [such as
MAM] are mandatory.”

GARTNER LOWERS IT SPENDING FORECAST

➤ Research firm Gartner expects companies worldwide to spend about $3.7
trillion on IT this year, up 2.1% from last year. That’s slightly lower than an
earlier forecast of 3.2% growth. “Price pressure based on increased competition, lack of product differentiation, and the increased availability of viable
alternative solutions has had a dampening effect on the short-term IT spending
outlook,” says Richard Gordon, managing vice president at Gartner. He expects
2015 to 2018 to see a return to “normal” spending growth levels.

2014 Worldwide IT Spending (In Billions)
Data Center Systems $1,400.4
Enterprise Software $3,216.9
$9,673.8

IT Services
$16,350.7

Telecom Services
$37,493
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& BUSINESS DEVICES
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➤ It is becoming commonplace in
many organizations for employees
to use consumer-oriented apps on
desktop and mobile devices, which
raises questions about what organizations should do with any data
collected from those apps. “Personal
data is often collected solely in support of a mobile app’s requirements
and not considered an asset within an
organization’s overall infrastructure,”
says Roxane Edjlali, research director
with Gartner. For businesses facing
decisions about such data, Gartner’s
recommendations include monitoring
who can access the data and how it is
used, ensuring that it remains private
and anonymized.
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MORE DISK STORAGE,
LESS FACTORY REVENUE

➤ Worldwide, factory revenues
for disk storage systems in Q1 2014
amounted to $3.7 billion, representing a 6.9% decline compared to
the year-ago quarter, according to
research firm IDC. The total capacity
sold amounted to 9.9 exabytes (almost 10.4 million terabytes), which
is 19.9% more than in Q1 2013, says
IDC. Eric Sheppard, IDC research director, cites “a 25% decline in highend storage spending” as well as
“mainstream adoption of storage
optimization technologies, a general trend towards keeping systems
longer, economic uncertainty,” and
public cloud storage adoption as factors in the market decline.
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WIRELESS CHIPSET
MARKET CONTINUES RISE

➤ According to ABI Research, which
tracks shipments of wireless chipsets
across a range of connectivity types
(Wi-Fi, GPS, Bluetooth, and others),
worldwide wireless chipset shipments
will reach 9 billion annually by 2019,
and that figure only includes wireless
chipsets devoted to a single technology.
Shipments of integrated chipsets—those
that handle, say, Wi-Fi and Bluetooth
on one chip—should hit 21 billion this
year, according to ABI, and 39 billion
by 2019. Addressing the difference between standalone and integrated wireless chipsets, Philip Solis, research
director for ABI, says, “Wireless connectivity chipsets go into a vast array of
types of products, and the dynamics of
connectivity technologies and integration levels varies among them resulting
in the aggregate effects we see.”

CLOUD SERVICES
ENORMOUSLY POPULAR

➤ In surveying 794 enterprises
worldwide, Technology Business
Research found that 82% were
adopting cloud professional services
this year. “While public, private
and hybrid cloud services drive significant investment in cloud, cloud
professional services remains the
most adopted cloud service, due to
the complexity of environments requiring third-party involvement
in the design, implementation and
management of customer clouds,”
says Cassandra Mooshian, TBR cloud
analyst. TBR expects demand for
cloud professional services to remain
strong, with security leading the way
as a primary driver of adoption.
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SMBS SPENDING MORE ON SOCIAL MEDIA

➤ An April study from SMMU (Social Media Marketing University) reveals that
SMBs (small and medium-sized businesses) are spending more time and budgeting more funds for social media initiatives. In terms of time alone, 73.8% of
SMBs surveyed for the study say they have increased the amount of time spent
on social media over the past year, 14% spent the same amount of time as the previous year, and 8.1% have spent less time on social endeavors. In terms of budgeting, 54.4% increased their budget over the last year, 37.9% kept it the same,
and 7.7% lowered it, according to SMMU. The study also indicates marketers are
managing more social media profiles than in the past; fully 26% are managing
eight or more profiles. The accompanying chart provides a snapshot of how respondents say they’re primarily using social media to bolster their businesses.
4.1%
1.7%

4.6%
7.5%
10.4%

60.1%
11.6%

BUSINESSES BIG ON
FILE-SHARING APPS

➤ A recent survey of 308 IT professionals conducted by Harris
Interactive for Intralinks shows that
although 46% of respondents say
“data is leaking from my company
due to unmanaged use of file-sharing
products,” 31% trust FSS (file sync
and share) apps for “sharing personal
financial information” and 38% trust
them for “sharing work files outside
the firewall.” Interestingly, upperlevel execs (VP or higher) were more
willing than others in their organization to use FSS for sharing regulated
content (54% vs. 26%), confidential
company data (49% vs. 20%), and
their own personal financial data
(42% vs. 13%).

Reporting Results To Leadership
Responding To Fans & Followers
Measurement
Listening / Monitoring
Posting Content
Strategy Development
Content Development

INCREASED UPTAKE FOR
MOBILE PAYMENTS

➤ Contactless payments, or payments
made via mobile devices without the
exchange of cash or the presentation
of plastic, accounted for just over 110
million transactions in 2013, according
to Juniper Research. By 2017, Juniper
says, that number will grow to 300 million. Juniper Research, which is based
in the UK, reports that in Europe there
is a growing presence of terminals that
accept contactless payments, as well as
some markets being “seeded” by providing consumers with contactless payment cards. Report author Dr. Windsor
Holden says that the draw for retailers
is “faster throughput,” while “consumer
engagement and product upselling [are]
much lower on their radar.”

IN BRIEF
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STARTUPS

UK-BASED HYBRID IT
COMPANY RAISES $8.4M

HYBRID CLOUD STORAGE
FIRM RAISES $20M

➤ Bath-based startup Zynstra has experienced early success with its hybrid IT-as-a-service approach at a time
when hybrid cloud computing is a hot
topic for companies of all sizes, particularly enterprises. Wherever a company chooses to house its data and
applications (cloud, on premises, or
any combination of the two), Zynstra
offers a managed platform to suit it.
Zynstra recently raised $8.4 million
in a Series B funding round led by
Octopus Investments, bringing the
company’s total funding over the past
year to $12.5 million. Zynstra says it
plans to use the funding to “continue
to develop a growing UK channel
presence, further invest in product innovation, and support entry into the
North American market.”

➤ Pittsburgh-based Avere Systems’s
focus is hybrid cloud storage solutions
for the enterprise. Founded in 2008, the
company now serves a large and impressive client list, including, according
to the company, three of the world’s
nine largest tech companies. Avere’s
The Avere FXT Series Edge Filer occupies
combination of physical storage and
a space between NAS (network-attached
software enables organizations to get
storage) or cloud storage and those using
on board with cloud computing and
the data.
still experience the same low-latency,
high-availability performance associated with on-premises storage solutions. Avere Systems recently raised an additional $20 million in Series D venture
funding led by Western Digital Capital, bringing the total investment value to
$72 million. “The reality for 99% of enterprises is they will operate increasingly
in a hybrid IT storage environment for many years to come,” says Ron Bianchini,
Avere president and CEO. “This means that no single storage technology will
win, and both on-premises and cloud storage will be required to achieve cost and
performance goals.” Avere will use the new funding to “continue to scale.”

SF STARTUP SEEKS TO
HELP HOTELS GLOBALLY

STARTUP HELPS TRACK
MEDIA & REPUTATION

➤ Duetto serves hotels and specializes in gathering historical and current data to help them optimize and
strategize more effectively. “Even
though travel is the most penetrated
category online, hoteliers are stuck
using 20 year old technologies that
cannot keep up with today’s distribution needs,” says Duetto CEO Patrick
Bosworth. “We are giving hotel
owners, operators and managers the
tools they need to level the playing
field and recapture revenue that is
being lost on commissions.” The SanFrancisco startup recently closed a
$21 million funding round led by
Accel Partners. Duetto plans to use
the money to expand globally.

➤ Based in Austin, Texas, TrendKite
is a startup that, according to its
website, helps “organizations ranging from Fortune 500 companies to
small nonprofits make better business decisions by providing them
with a better analysis of industry
trends, press activity, and market
opportunities.” To do this, the company’s product gathers relevant
information about its customers,
which it charges on a subscription bases, and provides them with
a media dashboard and reporting
features that make the data useful.
TrendKite recently enjoyed a boost
in the form of $1.2 million in Series
A funding.

DEVELOPER-ORIENTED
STARTUP RAISES $11.3M

➤ Keen IO, a startup based in San
Francisco, offers an API (application programming interface) built
to help developers grab, store (in
the cloud), and work with data
in order to design customized analytics applications. The company
claims to have already grown by
300% this year alone. Keen IO
recently closed a $11.3 million funding round led by Sequoia Capital;
returning investors Pelion, Amplify, and Rincon, among others,
participated. According to its press
release, Keen IO plans to use the
funds to create a marketing budget, obtain office space, and hire
more employees.
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Get A New
Data Center Without
Having To Build One

CyrusOne Gives You The Resources You Need To Support Your Infrastructure
It’s a common problem today: data
densities change, by rack and number of
THE CYRUSONE APPROACH
centers built just a few years ago are
racks, they can end up with less power
One of the biggest differentiators beno longer serving all the needs of the
and space than required.”
tween CyrusOne and other colocation
organizations that built them. This
This is where CyrusOne’s services
providers is that CyrusOne “covers the
leaves them with a choice: suffer
come into play. CyrusOne essentially
full spectrum from single-cabinet cusunder current conditions, build a
gives its customers “a lever to scale up
tomers to companies that need 100,000
new data center, or lease capacity
and down as they need,” Hatem says.
square feet,” says Hatem. He says that
from elsewhere. A data center coloCyrusOne also removes much of the
the industry is often split between procation provider such as CyrusOne
financial risk associated with building
viders that support capacities below
(www.cyrusone.com) provides data
500kW and those that support
center space, power, cooling, secapacities above 500kW, but that
curity, and connectivity to supCyrusOne is able to bridge the
port the servers, storage systems,
gap between the two categories
and other equipment needed to
and also offer customize solutions
run the business. You lease the
for customers of all sizes.
data center space directly from
The team at CyrusOne “comes
the colocation provider in return
from an IT background more
for an SLA (service-level agreethan a real estate background,”
ment), or guarantee that you’ll reso they “really understand what
ceive a certain level of reliability
it means to support a customer’s
and uptime.
infrastructure and not just offer
Colocation also makes it posa building with some power and
sible for you to avoid the inherent
cooling,” Hatem says. The team’s
risks associated with building
IT experience makes it possible
your own data centers. John Headquartered in Carrollton, Texas, CyrusOne operates data
for CyrusOne to fine-tune services
Hatem, senior vice president of centers throughout the U.S. and in London and Singapore.
to meet specific customer needs.
data center design and construcAnd while most of CyrusOne’s
tion at CyrusOne, says the No. 1
customers only need the comparisk is that “you’re building a 30-year
a data center, especially for customers
ny’s base offering, it can also support
asset for a two- or three-year systems
where data center infrastructure isn’t
customers that need extremely high dentechnology cycle.” You might build
part of the core business. Hatem uses oil
sity and extremely efficient solutions.
“too big or too small, too dense or not
and gas companies as an example. Those
dense enough,” which can lead to issues
companies could choose to spend $100
IMPROVING THE
down the road. “This happens over and
million building a data center with virCUSTOMER EXPERIENCE
over again with big enterprises,” Hatem
tually no return on investment, or they
CyrusOne strives to make sure its
explains. “They go to their board and
could build a $100 million rig to pump
customers receive the support they
ask for hundreds of millions of dollars
oil and lease a CyrusOne data center to
need, which is why everyone at the
to build a data center and as system
use for their data center infrastructure.
company, from the security staff to
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the shipping and receiving clerk, goes
through extensive training for customer service. This means that from
top to bottom, no matter who you interact with at the company, you’ll have
a positive experience.
When you become a CyrusOne customer, the company’s facilities and
staff “become an extension of your
own data center,” says Hatem. “We
give [customers] visibility into their
cooling, power, and any kind of facility work that is planned,” he says.
“It’s more or less like an IT individual
talking to the facilities person inside
his own organization.” CyrusOne also
helps you throughout the setup process and provides a “dedicated implementation resource to assist with
getting cabinets, power cables, and
connectivity circuits,” he says. This
means that even though CyrusOne

“We can approximately turn around a
data center in about 16 weeks from a
signed contract. That’s something an
enterprise can’t do.”
John Hatem
senior vice president of data center design and construction, CyrusOne

space inside the facility,” so they can
maintain their own staff onsite.

PHYSICAL SECURITY
& SERVICE FLEXIBILITY

In addition to providing reliable infrastructure, CyrusOne also places a
strong emphasis on physical security.
“There are five to seven layers of security before you can actually touch
your server,” says Hatem. “There are
gates, guards, video surveillance, and
also biometric/card
scanners. All of that
credential and physical security falls into
the scope of what
CyrusOne does.”
CyrusOne only focuses on physically
securing your assets
and protecting its
own infrastructure
(back office systems)
CyrusOne’s newest facility, located in northern Virginia,
to ensure company
is currently under construction.
data is not compromised, which means
that you’re respondoesn’t actually provide the equipsible for implementing any other sement that goes into a customer’s cage,
curity measures to protect your data.
they will help facilitate the process of
However, CyrusOne doesn’t leave you
turning on their caged area.
to figure out all of this on your own. As
After your equipment is installed
a customer, you have the option to use a
and running, you become an ongoing
CyrusOne channel partner or your own
customer and gain access to a cussecurity provider and transfer those sotomer portal offering insight into
lutions to the third-party facility.
your environment as well as your
CyrusOne extends this concept besecurity. For companies that prefer
yond security to other solutions as
a more hands-on approach for their
well, as the company’s ultimate goal is
staff, CyrusOne leases office space. As
to give you all of the customer service
much as possibly half of all CyrusOne
and support you need without getting
customers, Hatem says, “lease office
in the way of your business. And if

you decide to switch service providers
or need to upgrade your equipment,
CyrusOne will be there to make sure
the transition is as seamless as possible.

MAXIMIZING EFFICIENCY &
CONTINUING INNOVATION
CyrusOne is always looking to improve the efficiency of its data centers
and help its customers save money,
whether it is a metered or retail lease.
The company researches the newest
innovations in power efficiency and
strives to achieve the best possible PUE
(power usage effectiveness), which is
then passed on to its customers. But
CyrusOne also focuses on innovation
in other areas, and has fine-tuned its design process to make sure its customers
not only have the best and most efficient
technology available, but are also up
and running as quickly as possible.
“Our intellectual property is not
around our data center design or infrastructure, it’s really around our method
of execution in designing and developing data centers,” says Hatem. “We
can approximately turn around a data
center in about 16 weeks from a signed
contract. That’s something an enterprise can’t do.”
“If we have a customer that’s in
discussions with us today,” Hatem
adds, “they can order their servers
and infrastructure, and by the time
their infrastructure shows up, their
data center is ready. Time to market
has been a huge piece of our success.
Being able to get these facilities up
and running quicker than anyone in
the industry right now has helped us
win a lot of customers over.” ●

CyrusOne | 1.855.564.3198 | www.cyrusone.com
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Citrix: 25 Years
Of Innovation

Citrix’s Dedication To Collaboration Shines In Its Mobile & Cloud-Based Solutions

Since it was established in 1989,
Citrix’s (www.citrix.com) primary goal
has been to bring people together
through technology. The company’s
founders understood from the beginning that the business world was constantly evolving and that eventually
it would get to the point where technology would enable employees to
not only work from home, but from
almost any other location around the
world. In the past, this distance would
have made it nearly impossible for
teams to properly work together and
collaborate on important projects.
Over the years, Citrix has introduced new solutions designed to
close the gap between employees so
that regardless of where you are in

10
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the world, you’ll have access to the
resources you need in a secure an interactive environment. GoToMeeting,
which was originally introduced in
2004, is a prime example of how Citrix
hopes to use videoconferencing and indepth collaboration tools to encourage
employee productivity. But Citrix’s
product portfolio expands far beyond
desktop-based collaboration solution
and offers solutions that run on almost
any type of device and in almost any
type of environment.

MOBILITY, VIRTUALIZATION
& THE CLOUD
One of Citrix’s main philosophies when it comes to its products
is making sure everything is as easy

to use as possible and actually aids
in simplifying your IT processes.
When you think of its collaboration
solutions, you might not immediately
think about your IT team and how
they will benefit from these implementations. By embracing virtualization and using Citrix solutions to
deliver virtual desktops and other solutions, you can actually help your IT
employees consolidate infrastructure
and simplify workloads so it’s much
easier to give employees the solutions they need when they need them.
Virtualization also reduces costs so
instead of spending all of your money
on new servers or storage arrays to
support more intense applications,
you can instead use Citrix solutions to

ESSENT IAL BUSINESS TECH
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more efficiently use resources but still
get the same level of performance.
In another effort to help its customers save money and increase the
flexibility of implementations, most
of Citrix’s applications support cloud
functionality, and many of those solutions actually help you bridge the gap
between your internal infrastructure
and the cloud. Cloud applications give
you the option of scaling resources
up and down as needed to support
customer demand, but they also make
it so you can provide services to employees regardless of location. Because
everything relies on networking, as
long as your
employees have
an Internet connection, they
will have access
to the tools they
need to complete important tasks. And
using Citrix’s
management
tools, the company can make
sure its data is
secured and
that it has complete control
over who has access to what information.
Those management tools are more
important than ever because virtualization and cloud-based applications
make it easier to deliver solutions to
mobile devices as well. Not only are
Citrix collaboration tools available on
desktops or laptops, employees can
also access them with their tablets or
other mobile devices. And access isn’t
limited to applications, because you
can actually use Citrix solutions to
give users access their full desktops
via a remote connection or screensharing technology. In other words,
Citrix makes it so that your tablet or
smartphone is essentially a gateway
to more powerful services and applications. In keeping with Citrix’s
overall goal, all of these solutions and

innovations help bring employees together in new ways.

CITRIX MOBILE WORKSPACES
One area in which Citrix is truly
bringing together collaboration and
mobility is with its suite of Mobile
Workspaces products. The basic foundation of Mobile Workspaces is that
organizations are split up into three
sections. One is the IT organization,
which can use Citrix products to set
up flexible and secure environment to
deliver solutions to the business and
the employees. The second is the business itself, which uses Citrix solutions

to help cut costs and make sure employees have access to the applications
and resources they need. And finally,
there are the employees, who perhaps
benefit most from Citrix’s solutions
because they get all of the collaboration tools they need and can work
together to make the company as successful as possible.
Mobile Workspaces comprises
multiple solutions, but instead of
all of them working independently
from one another, Citrix went to
great lengths to make sure every individual solution integrates with the
others to provide a more holistic experience. Solutions such as XenApp,
XenDesktop, and XenMobile come
together to make sure users have access to the applications they need,
regardless of platform, and that the

business can secure and manage those
devices effectively. GoToMeeting
and ShareFile make it easy for employees to collaborate on projects and
for the company to share documents
and other sensitive data in a safe environment. And CloudBridge and
CloudPlatform let companies make
their applications available in the
cloud and help the IT improve the
provision of resources.

ANY INDUSTRY, ANYWHERE
A central feature of all of Citrix’s
Mobile Workspaces solutions, as well
as the other products it offers, is that
they can be
used by companies of all sizes
and in a wide
variety of industries. Health
care facilities,
educational institutions, and
even transportation organizations all use
Citrix products
in unique ways
to improve the
experiences of
their users. And
because these solutions are available
in the cloud or in virtualized environments, it’s much more cost-effective
for smaller businesses to take advantage of the same collaboration tools as
larger organizations.
The only real question is where
Citrix will take its collaboration solutions from here. As the business world
continues to move in a much more
mobile direction, companies will need
more solutions to address new challenges to truly productive on-the-go
collaboration. Fortunately, Citrix has
a 25-year track record of collaboration innovation, so no matter where
technology takes us in the future, you
can be sure Citrix will offer powerful
solutions to help your employees stay
productive and your company stay
successful for years to come. ●
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Citrix Mobile Workspaces:
Management Solutions
Maintain Control Over Your Apps & Data While Delivering A Great User Experience
Employees are using more devices
than ever before. They can access
the same applications and data from
their desktop at work, laptop on the
road, or tablet or smartphone in almost any location imaginable. With
all of these assets distributed over so
many different platforms, it’s important to not only make sure you are
delivering a solid and reliable experience to your workforce, but also
that you have complete control over
who has access to what information
and how well it is protected. Citrix
(www.citrix.com) Mobile Workspaces
gives companies the best of both
worlds by providing in-depth management and application delivery
tools that let you embrace mobility
without putting your data at risk.

12
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CITRIX WORKSPACE SUITE
Perhaps the perfect example of
Citrix’s dedication to providing multiplatform management tools is with
the Citrix Workspace Suite. It all starts
with application and data delivery,
because you can give employees access to their specific applications,
data, or even their desktops on mobile
devices. This means that regardless of
where an employee is, as long as they
have some device and an Internet
connection, they’ll have access to everything they need to stay productive.
Users will also have access to a special
app store full of solutions designed
for desktops or mobile devices, all of
which are guaranteed to be secure
and to integrate well with your different platforms and environments.

The flexibility and management capabilities of Citrix Workspace Suite
extends to networking and security,
as well. Whether it’s a 3G or 4G network, WAN (wide area network), or
LAN (local area network), Citrix has
fine-tuned its mobility solutions to
integrate well and provide the highest
level of performance. Everything is
accessible from a universal client designed to work for any device. To
protect your data and applications,
whether they’re on a given physical
device or even in the cloud, Citrix
built enterprise-grade security capabilities into the Workspace Suite.
All of your data can be safely shared
between employees and customers
because you have full control over
encryption and passwords as well as
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the ability to remotely wipe or lock
devices that are lost or stolen. For
an extra layer of security, you can
choose to keep all of the data and applications in-house and deliver them
over your network to make sure no
sensitive data is stored on the device.

XENAPP
Keeping with the idea of application
delivery, Citrix also offers its XenApp
solution, which is designed to help
you virtualize applications and deliver them to multiple users at a much
lower cost. A few examples of applications you can offer using this feature
are unified communications solutions
that help bridge the gap between office-based and mobile users, and universal printing services so employees
can print from anywhere without the
need for specific drivers. These capabilities are also supported on consumerowned devices, so you’ll have all of the
management tools you need whether
you only support company-issued devices or you have a BYOD (bring your
own device) policy in place.
Every XenApp feature is designed
to give you more control over how
you deliver applications and how
your users access them. The solution
scales up or down depending on your
needs to support smaller businesses
or enterprises with as many as 100,000
users and 1,000 servers. And as with
every one of its solutions, Citrix strives
to make sure your applications and
data are always protected. This includes multifactor authentication and
SmartAccess to only let authorized
users through, ShareFile integration so
users can share information safely, and
MDM (mobile device management)
tools to make sure tablets and smartphones are properly secured.

XENDESKTOP
XenDesktop takes advantage of
many of the same features included
with XenApp, but also extends those
capabilities to support virtual desktops. Whether you want to offer virtual desktop access from directly

inside the data center or using a hybrid
cloud environment, you can provide
your employees with secure access to
data and applications regardless of location. XenDesktop features multiple
tools, including HDX user experience
optimization, HDX 3D Pro, and HDX
Mobile, all of which are designed to
give employees the best possible user
experience whether they’re using simpler applications, advanced graphics,
or applications that require low latency
and a lot of compute resources.
There are also a few features specific
to XenDesktop that you won’t find in
XenApp. Not only can you deliver virtual desktops based on a single operating system image, but you can also

If employees have a
device and an
Internet connection,
they’ll have access
to everything
they need to
stay productive.
load up personalized settings for individual users so they’ll always have access to the tools they need to perform
job-specific tasks. XenDesktop also
supports physical desktops by letting
you either load up a virtual desktop
on a physical machine or give users
remote access to their PCs from their
mobile devices. And XenDesktop offers all of the same security features
as XenApp, including SmartAccess,
MDM, and ShareFile integration.

XENMOBILE
To help companies implement EMM
(enterprise mobility management),
which includes securing the device
itself as well as the data and applications it can access, Citrix offers its
XenMobile solution. With XenMobile,
you’ll have access to Citrix’s vast portfolio of productivity apps, including

WorxWeb, a secure Internet browser,
and ShareFile for data syncing and
sharing. Users can view and download
all of these applications from Citrix’s
Worx App Gallery to see which ones
pertain to their role at the company.
XenMobile, as with both XenApp
and XenDesktop, offers MDM tools,
but XenMobile also goes a step further to provide mobile content management. Whether your information
is stored in the cloud or on a mobile
device, your IT team will know it’s safe
and secure with XenMobile. Users can
even access certain apps and data offline, so even if they’re away from an
Internet connection, they can stay productive and contribute to important
projects. You also have the option of
deploying XenMobile on premises or
in the cloud, so if your company has a
more traditional infrastructure or uses
a lot of as-a-service solutions, you can
house XenMobile in the environment
that makes the most sense for your
business needs.

ENTERPRISE MOBILITY
NOW & IN THE FUTURE
Citrix understands what companies
and users want in this new, highly mobile business world. Employees want
access to their customized data and
applications regardless of where they
are and on any device they choose.
And the company simply wants to
make sure that those employees can
stay productive without putting their
mission-critical business data at risk.
The important thing for companies
to remember is that even though data
is spread out over so many different
devices, it doesn’t mean that you have
to clamp down on them and inhibit
your employees’ ability to do their
jobs. As long as you have in-depth
management and security solutions in
place, such as those offered by Citrix
in all of its products, you can give
users the tools they need to remain
productive without compromising on
your ultimate goal of protecting your
business and ensuring its success well
into the future. ●
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Citrix Mobile Workspaces:
Collaboration Solutions
Enable Your Employees To Work Together No Matter Where They Are
Companies today demand a lot
from their collaboration solutions.
They want HD videoconferencing,
high-quality audio, full-color presentations, and real-time editing.
Fortunately for those companies,
Citrix (www.citrix.com) offers not
one but three separate collaboration solutions that offer all of those
features, plus a file sharing solution that offers secure access to
data stored both on-premises and
in the cloud. Whether you want to
set up a traditional meeting, broadcast to thousands of users, or train
a few employees, the collaboration solutions in Citrix’s Mobile
Workspaces product suite eliminate boundaries and bring people
together regardless of location.

14

August 2014 / www.pctoday.com

GOTOMEETING
GoToMeeting is perhaps Citrix’s
most well-known product, and for
good reason. It’s an all-in-one collaboration solution that combines audio,
video, and other interactive presentation elements to complement productivity even when employees
are thousands of miles apart. With
GoToMeeting, you’ll get access to full
HD videoconferencing, audio (through
a computer or over a VoIP connection),
speaker identification (so you always
know who’s talking), and many other
communication features.
Where GoToMeeting really shines
is with some of its extra tools that you
may not initially think about. For one,
you can record all of your meetings
so you can make sure you have an

accurate account of important events
or go back and retrieve ideas after the
fact. What’s more, with GoToMeeting,
multiple users can actively work on a
document or project in real-time. One
employee can edit a line in a document
and all other meeting attendees will
see that change immediately and be
able to comment on it.
If you make frequent conference calls
with customers or clients, Citrix also
offers its OpenVoice solution, which
lets you set up toll-free phone numbers
that can be accessed both domestically
or in one of over 50 countries, including
Canada and Great Britain. You can
also use OpenVoice to schedule tollfree calls through GoToMeeting and
even record those phone calls as you
can during traditional GoToMeeting
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conferencing. OpenVoice and GoToMeeting make it easier for you to expand into new international markets
and become a part of the larger business world.
Because GoToMeeting is designed
to unite employees regardless of location, it makes sense that Citrix has a
strong focus on mobile devices. With
certain tablets, you can actually get
the full GoToMeeting experience with
videoconferencing, presentations,
and audio through the device or over
the phone. Also, you get a range of
touch features, such as pinch to zoom
and the ability to transition from a
landscape to portrait perspective depending on what’s being presented.
With smartphones and other tablets,
you’ll still have access to audio conferencing and presentations, so those
employees without access to a laptop
or tablet can still stay up to speed.

GOTOWEBINAR
GoToWebinar includes many of the
same features as GoToMeeting—including full videoconferencing, desktop
sharing, and drawing tools—and takes
them to the next level, allowing you to
include as many as 1,000 attendees. All
you have to do is set up your webinar,
which can typically be done in a matter
of minutes, and then send out invitations via email. Once the invited parties
agree to attend the webinar, they will
receive regular reminders and information on how to register.
Before the webinar begins, you
can customize the layout to include
company-specific branding, set up
OpenVoice toll-free phone numbers for
your clients, and even practice your
presentation using GoToWebinar’s
toolset. Then, when webinar time arrives, you can start your webinar and
show your entire desktop screen to the
audience to share your presentation.
You can also choose to turn on videoconferencing to give your webinar a
more personal touch and better connect with attendees. After the webinar,
you can generate reports that will illustrate how successful your presentation

was, the level of engagement with your
audience, and more. All of this information can be used to improve upon
previous presentations and make your
next webinar more interesting and educational for your attendees.

GOTOTRAINING
GoToMeeting and GoToWebinar
are primarily about collaboration and
providing information to employees
or customers, but GoToTraining is
unique in that it’s designed to be a
true learning environment for your
employees. Rather than paying travel
expenses for a remote worker to come
to your main headquarters for training,
you can simply set up a GoToTraining

The most important part of training
is making sure your employees retain
the information you provide. One way
to do this is to make test documents
available online so employees can fill
them out after the session and demonstrate their expertise. Also, from
the presenter side, you can gain access to similar reports as you do with
GoToWebinar. These reports provide
valuable information about how engaged employees were during the
training session and how many users
actually attended the meeting. From
there, you can send out more training
materials and make sure employees
have access to all the information they
need to continue learning as they go.

SHAREFILE

The collaboration
solutions in Citrix’s
Mobile Workspaces
suite eliminate
boundaries and
bring people
together regardless
of location.
session and give them a hands-on
lesson on how to use your company’s
custom systems or other third-party
applications.
For the training portion of the
meeting, you can set up custom questions during the registration process to
identify trouble areas are and fine-tune
your presentation to address them. You
can also send out documents and other
training materials to employees before
the meeting so they can study and have
everything in order before the meeting
starts. Then, as with GoToWebinar and
GoToMeeting, you can share your entire screen and show meeting attendees
how to use services and applications
in the most effective way while also
adding the personal touch with audio
and videoconferencing.

ShareFile may not have a “GoTo”
at the beginning of its name, but it is
just as crucial to Citrix’s overall collaboration approach as any other
solution. With ShareFile, you have
complete control over where your data
is stored, whether it’s onsite or in the
cloud, and you’ll know that wherever
that information is it will be up-to-date
and available when you need it. And
when an employee wants to access that
data, they can do so either through
their computer or their mobile device.
ShareFile also offers offline access to
certain data so employees won’t have
to be connected to the Internet to work
on certain documents.
You also don’t have to worry about
security when it comes to ShareFile,
because Citrix not only provides encryption tools to hide your data from
prying eyes, but it also includes passcode protection, remote wipe and
lock for mobile devices, whitelisting
and blacklisting, and data expiration
policies. ShareFile’s security tools are
so strong that you can comply with
HIPAA regulations and still take advantage of the product. Whether your
data is stored in the cloud, on-premises, or on a company-issued or BYOD
(bring your own device) device, it will
be safe and secure without impeding
employee productivity. ●
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Citrix Mobile Workspaces:
Cloud Solutions
Optimize Application & Service Delivery Both On-Premises & In The Cloud
Cloud computing is all about flexibility—having access to applications
and scalable resources as you need
them—but it’s vital to put solutions in
place that will optimize your applications for use in the cloud and provide
the best possible experience for employees and customers. In addition to
application delivery and management
solutions, Citrix (www.citrix.com) extends
the functionality of its solutions from
on-premises to cloud-based applications
and vice versa. In other words, Citrix’s
Mobile Workspaces solutions are flexible enough to work in both traditional
and cloud environments seamlessly.

NETSCALER ADC
One major component of Citrix’s
cloud portfolio is its NetScaler
Application Delivery Controller, which

16
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is designed to help load balance your
application workloads as well as reliably
deliver and secure your applications in
the cloud. NetScaler is unique in that it’s
available as both a physical appliance,
a software-based virtual appliance, and
even as a fully-featured solution for the
Amazon Web Services cloud environment. This opens up multiple potential
use cases as you can make it a part of
your more traditional infrastructure or
use it in a private or hybrid cloud, as
well as in a virtualized environment,
to optimize application performance
across the board. The cloud focus is even
more evident with Citrix’s TriScale technology, which helps companies easily
scale their applications in the cloud to
meet user demands.
In addition to supporting cloudbased application delivery, NetScaler

features MobileStream technology,
which improves overall application
performance and gives companies more
visibility into their mobile networks.
This added visibility makes it possible
for companies to see the traffic moving
through the network and find better
and more efficient ways to deliver services to customers. MobileStream also
has the potential to make your mobile
applications run as much as five times
faster than they would without using
NetScaler. The result is that your customers get a seamless mobile experience and more control over and insight
into your network and apps.
However, NetScaler isn’t only about
optimizing applications and improving
network performance. It also focuses on
security by including attack signature
detection technology and an advanced
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learning engine, designed to work together to prevent events such as DDoS
(distributed denial of service) attacks.
NetScaler also provides support and
security for Citrix XenDesktop services,
so if you use that technology to deliver
virtual desktops to employees or customers, you’ll get the same level of visibility and security as you get with your
applications.

CLOUDPLATFORM
If NetScaler is about application delivery and optimization, CloudPlatform
is the tool that takes care of application
management and provisioning. At its
core, CloudPlatform is a turn-key cloud
orchestration solution designed for ease
of use and to provide you with more
power over your applications. Rather
than focusing on cloud-based app management, CloudPlatform brings your
on-premises applications into the fold
for improved visibility and management. CloudPlatform eliminates the
need to manage applications independently from each other, whether you’re
working with a traditional physical deployment, virtual application, wholly
cloud-based application, or a combination thereof.
CloudPlatform is a particularly
powerful solution for companies with
private or hybrid cloud environments,
because it offers the same management
tools to use for both on-premises virtualized applications and offsite hosted
cloud applications. You can feel more
comfortable running mission-critical
workloads in the cloud because you can
measure and manage resource utilization on the fly and make sure your most
important applications always have access to the computing power they need.
As with NetScaler, this functionality extends beyond more traditionally developed applications to both XenDesktop
and XenApp solutions. Regardless of
where you deploy the application or
how it was developed, CloudPlatform
lets you divvy up resources however
you see fit.
CloudPlatform is built with the
Apache CloudStack software and sup-

ports enterprise-level networking and
storage requirements. This means that
even if you build your own applications and already have a large portfolio
of existing solutions, you can use them
alongside newer cloud-based apps in
the same management environment
without having to worry about performance or integration issues. In other
words, you can continue to leverage
your past investments and save money
while still being able to take advantage
of new technologies and solutions.

CLOUDBRIDGE
CloudBridge is similar to NetScaler
in that it’s available as a physical or
virtual appliance, but it has a feature set and focus all its own. Where

Citrix’s Mobile
Workspaces
solutions are
flexible enough to
work in both
traditional and
cloud environments
seamlessly.
other Citrix solutions focus on performance of the applications themselves,
CloudBridge aims to improve and optimize the end-user experience. It all
starts with WAN (wide-area network)
optimization and Citrix HDX technologies that help companies understand
how much bandwidth they have available to them, how that bandwidth is
currently being used, and how they
can go about making bandwidth utilization much more efficient.
Using CloudBridge, Citrix says
your organization can support up
to four times as many users as you
currently have without upgrading
the bandwidth. This is possible because you can reduce the overall
bandwidth consumption of your

applications and physical or virtual
desktops by as much as 90 percent.
CloudBridge lets you prioritize workloads to make sure that computing
resources are allocated in the most
efficient way possible.
This thought process extends beyond cloud-based solutions or XenApp
and XenDesktop-based solutions to
traditional applications, because you
can accelerate the performance of onsite apps using the same WAN optimization principles. For example, video
applications often consume a good
deal of resources and hog bandwidth
from other solutions and services. But
Citrix built a video caching tool into
CloudBridge so that even if you’re
streaming video from your main headquarters to a branch office, as with videoconferencing, you’ll use resources
more efficiently and use less network
bandwidth in general.
Branch offices are another major
focus of CloudBridge. In the same
way CloudPlatform lets you manage
on-premises and cloud-based applications at the same time, CloudBridge
helps you bring your multiple branch
offices and mobile users together. It
removes the performance limitations
often seen in interoffice networking
and ensures that no matter where your
employees or customers are located,
they’ll get the same experience. And
as with Citrix’s other solutions, you’ll
have access to a centralized management platform where you can see all of
your CloudBridge appliances and get
real-time updates on performance and
quality of service.
Much like NetScaler, CloudBridge
offers security and protection for
your data as it moves between offices
or from device to device. It supports
AES-256 encryption to protect data in
motion and make sure that outsiders
can’t steal sensitive data, which will
also help you meet compliance standards that apply to your industry. And
CloudBridge offers all of this security
and encryption while still ensuring
maximum speed and performance for
your applications. ●
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Managed Cloud Services
The Upside Of Handing Cloud Operations To A Third Party
As with other cloud computing
models, managed cloud providers are
piquing the interest of organizations
with the promise that adopting managed cloud services—be they for app
development, load balancing, security,
testing, migration, scalable server capabilities, storage, or one of many other
services—can free up time so that customers can spend more energy focusing
on business initiatives and less on IT
management chores.
Beyond reducing administrative complexity and capital expenditure budgets, says Karyn Price, Frost
& Sullivan (www.frost.com) cloud

Key
Points
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Typically, a managed
cloud service entails an
organization contracting with a third party to
provision, configure and
operate a cloud service on
behalf of the organization.
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computing services industry analyst,
companies are eying managed cloud
services to stay more current with new
technologies and address challenges
they face managing data centers.
Although the cloud promises previously unachievable results at attractive
price points, Price says, the “complexity
that exists in the cloud can confuse resource-strapped IT departments and
can drive them to seek outside assistance.”
This is where managed cloud providers come in, offering the promise
of handling administrative tasks while
guaranteeing a specific level of service.

Off-loading in-house IT
management duties to
more greatly focus on
other business objectives
is a potential benefit of
using managed cloud
services.

Furthermore, providers typically upgrade their hardware, platforms, and
software more frequently than businesses can while coupling offerings
with the knowledge and expertise
needed to deploy solutions and maintain optimal operating environments.
William Martorelli, Forrester Research
(www.forrester.com) principal analyst, says
one way to envision managed cloud services is as something emerging from
evolution of managed hosting and the
proliferation of multiple cloud models.
For many suppliers, managed hosting
is still a growth business, he says. The
managed cloud model is expected to

Companies running out
of data center space, in
need of replacing aging
hardware/software, and
lacking staff/skills are
among those eying managed cloud services.

Ensuring that a provider of
managed cloud services can
offer SLAs (service-level agreements) that meet business
needs, and service that meets
or exceeds statutory and regulatory needs, is key.
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contribute to this growth, if not match
“the explosive growth of the public
cloud,” he says.

A WORKING DEFINITION
Simply put, managed cloud providers help consumers move to the
cloud and, once moved, operate cloudrelated services for them. Beyond
providing infrastructure, Price says,
managed cloud vendors offer services
available within the cloud stack and
incorporate automation, orchestration,
and proactive manual monitoring to
manage cloud applications or infrastructure for customers.
John Howie, Cloud Security Alliance
(www.cloudsecurityalliance.org) COO, says
that increasingly, cloud brokers (companies that match cloud consumers’
needs with cloud providers) are recommending managed cloud providers.
Furthermore, Howie says, it’s highly
likely some major public cloud providers will begin offering forms of
managed services.
For background on the matter,
Howie points to “The NIST Definition
of Cloud Computing,” which describes
cloud service models, cloud deployment models, and essential characteristics, one of which is “on-demand
self-service.” This last trait means a
cloud consumer can buy a cloud service from a cloud provider and provision it without requiring human
interaction. “A managed cloud service
is one in which the consumer contracts
with a company to provision cloud services on their behalf,” Howie says. A
good example of a managed cloud service is a private cloud that a third party

“[The] complexity that exists in the cloud
can confuse resource-strapped IT departments and can drive them to seek outside
assistance.”
Karyn Price
analyst, Frost & Sullivan

hosts, he says. The third party works
with the consumer to understand its requirements and then build, tailor, and
configure cloud services on its behalf,
and operate it.
Martorelli says managed cloud
models can be considered forms of
managed hosting that use cloud infrastructure. Hosted private clouds
and hosted virtual private clouds are
typical examples; a private cloud is
physically isolated and a virtual private cloud is virtually isolated. “Both
are conceptually close to virtual managed hosting,” Martorelli says. Some
providers are also pursuing models
in which they manage public cloud
services adjacent to their own services,
whether they be managed hosting, disaster recovery, or other cloud model
variants, he says. While providers can’t
actually manage the underlying public
cloud infrastructure, “they can ‘surround’ it with additional managed services, SLAs [service-level agreements],
and more favorable contractual terms
and conditions,” Martorelli says.
Ed Anderson, research vice president
with Gartner (www.gartner.com), says that
in the case of private clouds, various
managed cloud scenarios exist. For example, a company could run a private

“To some, the idea of a managed cloud itself is a contradiction in terms, but there’s
no inherent reason why managed hosting
customers cannot enjoy at least some of
the benefits of cloud computing.”
William Martorelli
principal analyst, Forrester Research

cloud service in its own data center but
have a third party manage or run it in
an external data center. With private
cloud services specifically, Anderson
sees three dimensions existing: ownership (Who owns the assets?), location
(Where is it running?), and management (Who is managing it?). “Any time
you have a third party managing the
system, that’s what we would call a
managed cloud service,” he says.

THE MOTIVATORS
A primary benefit of managed
cloud services is the ability to get to the
cloud faster. For example, says Dave
Bartoletti, Forrester Research principal
analyst, managed cloud services can
help an organization enable cloud
platform access for developers quicker
than on its own. Another benefit often
cited is the potential to off-load IT management functions to gain more time,
agility, and flexibility in terms focusing
on innovation. As Howie says, consumers don’t “need to train up their
IT staff or acquire new staff with the
requisite experience and skills.”
Agility, Anderson says, ranked as the
top reason by a wide margin, according
to Gartner data, why organizations consider using a cloud service. “I think that
says volumes. They believe public cloud
providers, including, in the parlance,
‘managed cloud providers,’ can deliver
services much faster than they can internally,” he says.
Another scenario under which
companies consider managed cloud
environments is when they’re facing
a need to replace depreciated hardware and software but don’t possess
the required skills or staff to do so.
Additionally, Howie says, a company
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that is considering a move to the cloud
but believes the risk of public cloud
computing too great might instead
adopt a private cloud model through a
managed cloud provider.
Martorelli says compared to a pure
public model, companies may gain
more SLA coverage, additional terms
and conditions, and comfort levels regarding regulatory requirements via a
managed cloud provider. “Desire for
support at the applications layer would
be another motivation,” he says.
Bartoletti recommends companies
that are running out of data center
space, or that find it too expensive to
retain skilled staff with knowledge of
the company’s applications, consider
managed cloud services. “While many
cloud service providers are cloud pureplays, the majority are not,” Bartoletti
says. “Most providers are taking a hybrid approach with on-premises, traditional hosting and outsourcing, as well
as cloud solutions. Nearly all now acknowledge and are embracing a mixedmode use case.”
Price says providers that embrace
hybrid cloud configurations and that
can offer management tools that traverse cloud environments are filling a
critical gap as businesses increasingly
embrace a hybrid strategy. “Likewise,
providers that can aggregate third-party
services, or become a cloud service
broker, offering managed infrastructure
supported by a suite of cloud-based applications and services that are vendoragnostic, are poised for success in the
increasingly complex service environment,” she says.

THE NEED TO KNOW
Before forging a relationship with
a managed cloud services provider,
due diligence is vital. Organizations,
for example, should fully understand
what their desired business outcomes
are first. “Without knowing what the
business needs and wants, the experience will rarely be a good one, and the
goals won’t be achieved,” Howie says.
Companies must also understand that
abilities, services, quality, and long-
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Identify desired outcomes first. “Without knowing what the business needs
and wants, the experience will rarely
be a good one, and the goals won’t be
achieved.”
John Howie
chief operating officer, Cloud Security Alliance

term positioning will differ among
providers. For example, knowing the
provider’s financial well-being is key,
Howie says.
Beyond ensuring a vendor can deliver on functional and nonfunctional
requirements the organization requires
today, Bartoletti says organizations
must consider scalability, availability,
security, and other operational requirements when evaluating providers.
Bartoletti provides another scenario:
If, for example, an organization selects
a global provider for a given service
but the provider’s implementation can’t
meet the company’s needs in, say, Latin
America, another consideration is to
seek a suitable alternative that can. “You
may not need to manage this additional
vendor, or the integration and complexities that come with onboarding),
as many Tier 1 cloud service providers
will subcontract to these smaller players
and manage this relationship on your
behalf,” he says.
Elsewhere, ensure a provider can
offer SLAs the business requires and
service meeting or exceeding requirements of statutory and regulatory obligations. Negotiating a win-win contract
is also important. “While you can certainly buy cloud services on a credit
card and off providers’ published price
lists, if they’re strategic to your business,
you probably want a better relationship,” Bartoletti says. “This is where
going in with a quid pro quo becomes
your strongest asset. The more you
know about their strategic direction, the
better you can map it to your own and
identify areas where you both want to
put skin in the game.”

It’s also key to have an exit strategy
in the event that a project fails or a provider relationship goes sour. This means
having a strategy for self-managing the
company’s cloud presence and passing
control to in-house teams, Howie says.
Anderson, meanwhile, says it’s important to understand the trade-off organizations make in terms of handing
off control to gain the ability to focus
on matters more valuable to the organization, such as innovation. “Cloud
services are really nothing more than
a new IT hosting and consumption
model,” he says. “It’s really nothing
more than that.” There are many cases
where this fits in well, but others where
it doesn’t, he adds. If companies are
thorough about understanding this up
front, it’s more likely they’ll recognize
the success of their initiatives.
Overall, Price notes, as cloud computing continues to evolve, the level of
manual intervention required of providers to offer a managed cloud service is dwindling. “Managed services
formerly offered a strong human component, where an actual person proactively monitored the service and
suggested or made tweaks to ensure
that SLAs were met and customer satisfaction was high,” she says. As cloud
orchestration and automation platforms
enable many routine management functions and proactive changes based on
real-time operational metrics, however,
the need for human intervention becomes increasingly less. “Eventually, it’s
plausible that managed cloud services
will simply be cloud services, based on
the nature of cloud management tools
available in the market,” she says. ●
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Benefits Of Managed
Service Providers

Maintain Ownership Of IT Assets While Outsourcing Management & Monitoring
The burden on IT employees gets
heavier every day as companies
want to implement more applications and services as well as deploy
newer technology in the data center
to keep up with internal and customer demands. And if your IT team
spends most of its time putting out
fires or performing mundane tasks
instead of working toward the betterment of the business, then it’s
possible you might be wasting their

Key
Points

Your MSP should be able
to help you save money
and improve performance,
but it should also provide
a certain level of support,
depending on its relationship with other providers.

collective expertise. Instead, you may
want to consider outsourcing some
of those management and monitoring functions to a third-party MSP
(managed service provider) that can
take care of the more general tasks
and free up your IT team to focus on
business-specific initiatives.
At its core, signing up with an MSP
means “transitioning day-to-day operations and management of IT environments to a third-party,” says Eric

Assess your current IT
functions and listen to
employee complaints to
determine what types of
services might be good
candidates for a managed
service provider.

Goodness, research vice president at
Gartner (www.gartner.com). You maintain ownership and control over your
assets, but the MSP takes responsibility for the monitoring and management of applications and services.
Managed service providers are able to
perform most of their tasks remotely,
which means that clients don’t have
to pay for frequent in-house visits and
essentially have a 24/7 support team
that works on a pay-as-you-go basis.

Consider moving functions like OS updates,
desktop management,
and patching over to an
MSP, but think about
managed print and
security as well.

Make sure you fully understand
how moving certain services
over to an MSP will affect the
end-user experience. And find
an MSP that can handle your
company’s growth as well as
meet current and future needs.
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Darin Stahl, Info-Tech Research
Group (www.infotech.com) principal consulting analyst, says MSPs are different
from providers that “offer colocation or
a commodity infrastructure play where
you have to continue to manage those
boxes and handle all the operations.”
Instead, “you’ll use an MSP to step in
and provide continuity and management” as well as to augment the skills of
your in-house IT team. For example, an
MSP might take over responsibility for
desktop management, patching, or even
security. The key is finding an MSP that
is experienced with handling the specific IT management functions you need
to outsource, because it will ensure a
seamless transition of responsibility.

WHAT TO LOOK FOR
IN A PROVIDER
Stahl says that the first and most
important step in finding a managed
service provider is to “understand
the breadth of your needs.” He says
companies need to “work within that
acquisition process to understand not
only what you need today, but what
you’re going to become and what infrastructure you’ll need.” This is important because you don’t want to
outgrow your MSP and end up having
to transition those functions over to
another provider and hope they are
capable of handling the responsibility.
It’s also important to understand
your MSP’s relationship with other service providers, especially in situations
where you hand over management of
cloud-based solutions to a third party.
Stahl says one of his customers doesn’t
actually own a data center and instead
is “warehousing or wholesaling some
space and then doing managed services on top of that.” Other customers
use an MSP to manage cloud infrastructure and IaaS (infrastructure as
a service), which are major assets for
those organizations and absolutely essential for them to continue doing business. If your MSP takes control of these
types of mission-critical services, you
need to know where they stand with
those other service providers.
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“Ultimately, what remote IT management
and monitoring has done is allow MSPs to
reduce the cost of service operations while
improving performance, and the added
benefit, especially for SMBs, is that it gave
them access to enterprise-grade tools and
the reporting and analytics from these
tools, that they never would have been
able to afford.”
Eric Goodness
research vice president, Gartner

“One of my customers had a problem
with their underlying infrastructure,”
says Stahl. “The MSP put in a ticket to
the base provider of the facility and
the colocation, but they were at a silver
level. Because there are platinum, gold,
and silver levels to this, their ticket went
in and then sat there and languished for
quite some time while other tickets that
were prioritized around gold or platinum got through. You really need to
understand that relationship and where
they’re at in that ecosystem.”
In addition to seeking out certain capabilities or making sure your MSP can
provide a proper level of support, there
are numerous benefits you should
expect to receive. For one, Goodness
says, “you should be able to recognize
reduced costs, because these centralized managed services and remote IT
management capabilities have an element of service automation and industrialization that most enterprises don’t
engage in.” What this means is that
many MSPs will be able to provide a
level of efficiency that some companies
simply can’t attain. Coupled with other
functions, like capacity management,
that MSPs offer, you should not only
see a reduction in OPEX, but in CAPEX
as well.
Another benefit you should expect
to receive from an MSP is improved
performance. “The other value of these
managed services is that through 24/7
real-time remote monitoring, you’re

able to provide proactive threshold
identification to avoid service impacting
events,” says Goodness. A good MSP
will be able to show you how hiring
them and using a certain tool will help
you eliminate performance issues “by a
certain percentage through the life of the
contract,” he says.
And the last major benefit is improved knowledge of your IT assets
and how they perform. “Because
every asset is being monitored 24/7 in
real-time, they should have access to
trended analysis, utilization reports,
and other troubleshooting data so they
have an idea of how their IT is performing in a way they’ve never had
before,” Goodness says. You can then
take advantage of this “knowledge
transfer,” he says, and use reporting
and analytics to improve your company’s performance across the board.

CHOOSING SERVICES
TO OUTSOURCE
If you’re trying to determine what
services to outsource or even trying
to decide whether or not you actually
need an MSP, it’s important to look inward and ask yourself a few questions.
“Do we need to manage every part
of IT?” Goodness says. “Is managing
every different technology and component within IT in our best interest? Is it
a core competency? A lot of organizations don’t believe managing the LAN
or LAN switches is a core competency.
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This same idea cascades down to database administration. It’s generally just
an organization saying, are we doing it
as well as we can, should we do it, and
are we doing it cost-effectively?”
It’s also important to pay attention to
complaints from employees if they are
concerned about the “availability of the
network, response time of applications,”
or other issues, because these are often
tell-tale signs that something needs to
change, Goodness says.
You also need to determine if you’re
“investing in the right tools to put into
the hands of these people in terms of
IT operations management software,
IT service management software, and
other diagnostic tools they require to
do their jobs,” Goodness says. Perform
a basic cost-benefit analysis to decide if
you want to spend more money internally to try to catch up to your problems
and solve them or if you’d rather put
your money toward an MSP arrangement where they can help fine-tune
your services and improve performance.
In addition to looking at what services you need to outsource, consider
what types of services MSPs are good
at delivering, which Stahl says are “IT
operations and services that are commoditized.” He doesn’t want to give the
impression that MSPs can only handle
generic functions, but he does recommend outsourcing services that aren’t
“tightly integrated with business context.” It’s more about handing over the
more basic functions to an MSP and
then freeing up the time of your IT employees for other business-specific tasks,
so they don’t “disappear into the cage
for days at a time,” Stahl says.

COMMON MSP SERVICES
Perhaps the most important service
an MSP offers is the ability to augment your personnel with third-party
experts. Traditional IT outsourcing was
more about the “transfer of personnel”
who were in charge of “managing IT,
including those underlying assets like
servers, network elements, and applications,” Goodness says. It was much
more of a financial decision aimed at

“MSPs have been around for a long time.
Generally, what they’re going to do is try
to augment your day-to-day operations.
. . . [MSPs] provide continuity and management, and augment skills.”
Darin Stahl
principal consulting analyst, Info-Tech Research Group

reducing onsite staff and cutting operations costs. But now, MSPs are more
focused on helping your onsite IT team,
rather than replacing them, and doing
so in a much more efficient manner.
“The real differentiator in the market
was the emergence of companies with
a centralized operations center from
which they could remotely monitor
and manage IT assets,” says Goodness.
“What that did was remove the cost of
dedicating single head count to an organization and allowed those engineers
within an operation center to time division themselves. One engineer could
solve an event in one person’s IT organization and then once that was completed, he could remotely do the same
diagnostic on another environment. It
transitioned dedicated hands and feet
to shared hands and feet and they were
able to do that remotely.”
Goodness estimates that MSPs can
perform more than 80% of their activities remotely, including “changing OS
versions, updating databases, marking
port-level changes on a router, or managing unified communications.” Not
only do these remote monitoring and
management capabilities help companies improve and maintain performance, but they also give SMBs (small
and midsize businesses) “access to
enterprise-grade tools and reporting,
and analytics from these tools, that they
never would have been able to afford,”
Goodness says. Using MSPs, smaller
organizations can save money by
offloading certain management tasks,
but also take advantage of more advanced services and thereby become
more competitive.

MSPs can also help manage entire
systems for their clients, such as managing a fleet of printers. One significant offering companies may want to
consider, according to Stahl, is security.
Some companies simply don’t have
the onsite expertise to handle security
monitoring and intrusion detection, because this level of security is a “specialized field that takes a lot of tools to
do well,” Stahl says. But with MSPs,
you can get the benefit of these more
in-depth security tools, and get the personnel to manage them, included in
your contract. “It’s not that companies
themselves can’t do this, but it’s often a
cost-benefit analysis of saying, ‘I don’t
have all the expertise, I can’t afford all
of these tools, and more importantly,
I’m not able to aggregate lessons from a
bunch of different customers into threat
detection,’” Stahl says.

OTHER CONSIDERATIONS
Don’t just take a managed service
provider’s word for it and assume that
when you hand over management responsibilities that everything will improve. “You really need to think about
how this impacts your end users and
what that end-facing service delivery
looks like with the MSP,” Stahl says.
Goodness says that customers also
need to find ways to “future-proof
how they deal with MSPs.” You have
to consider what types of solutions
your company will be using in the
future, but also where technology
is moving in general. Make sure the
managed service provider you choose
can keep up with your needs now and
in the future. ●
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Managed IT Services
Bright Promises & Cautionary Tales
There’s a great deal concerning
managed IT services to entice organizations to seek out an MSP (managed service provider) and forge a
relationship with them, including the
potential to significantly cut costs and
alleviate the burden on overtaxed IT
departments struggling to keep pace
with daily management chores.
There are a few cautionary tales to
consider, however. For example, as
Andy Woyzbun, Info-Tech Research
Group (www.infotech.com) executive
advisor, points out, although there’s
potential to save money using a managed IT service, it can actually increase

Key
Points
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Organizations typically
seek a managed service
provider to obtain
an ongoing service
delivered at a high quality that meets required
service levels.
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costs. Further, even if a company doe
save money, embracing managed IT
services may adversely impact IT’s morale. To that end, the following explores
the state of managed IT services and
various pros and cons of using them.

THE BASICS
Essentially, managed IT services
is just another form of outsourcing.
In short, says Dan Kusnetzky, analyst and founder of Kusnetzky Group
(www.kusnetzky.net), organizations hire
an outside company, or MSP, to provide administrative and operational
support for an application, a complete

Using a managed IT
service can be attractive
when there’s a need for a
service that isn’t currently
provided internally or
if a service isn’t being
performed adequately.

multi-application workload, or perhaps the organization’s entire IT portfolio in hope of reducing overall costs.
“This is related to, but different than
colocation services and cloud services,” he says. The MSP provisions
these IT support services to a defined
SLA (service-level agreement).
Woyzbun outlines three characteristics of managed IT services, the first
being a focus on a (“hopefully high
quality”) delivery of ongoing services
vs. completing a special project or performing one-time activities. “The relationship and contract typically extend
over several years,” he says. Second,

Many companies are
attracted to managed IT
services by the potential to reduce costs and
the daily IT management responsibilities for
internal IT teams.

Over time, many industry
experts believe that managed
IT services will transform or
evolve into cloud computing
solutions, thereby reducing
required internal involvement
even more.
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the service is complex and therefore
non-trivial. “High quality of execution
is important, and not every aspiring
vendor is created equal,” Woyzbun
says. Third, organizations can opt to
continue to deliver the relevant services in-house as well as via the MSP,
though typically “once the service is
transferred to a managed service provider, it’s hard to go back,” he says.
To his last point, Woyzbun says
specifically it can be difficult for an
organization to take back responsibility of a service. “If you make a commitment to managed services, then
to a large degree you’ve made a strategic commitment to doing business
that way,” he says. If a manufacturer
subcontracts the manufacturing of assemblies to a third party, for example,
it’s essentially lost that capability,
Woyzbun says. Thus, while managed
IT services may seem the intelligent
thing to do for various reasons, know
that getting a service back “is really
difficult,” he says.

WHY DO IT
Many organizations use managed
IT services because they lack the time
and expertise needed to manage
hardware, software, networks, etc.,
whereas an MSP can deliver the abilities while meeting required service
levels and security, privacy, and governance policies often at a lower cost.
Kusnetzky says that as organizations
face more requirements to reduce
costs while offering more and better
IT services, managed services (along
with cloud computing) “will look increasingly attractive.”

“If you make a commitment to managed
services, then to a large degree you’ve
made a strategic commitment to doing
business that way.”
Andy Woyzbun
executive advisor, Info-Tech Research Group

Another driver is when there’s a
need for a service that IT doesn’t currently provide. Although building the
service internally is possible, it could
take considerable time and the quality
of results may be uncertain, Woyzbun
says. In other cases, IT might provide
a service that’s viewed as inadequate.
A common example has to do with
consistently applying patches, updates, and other support to a software
package. “You screw things up once or
twice and people are going to start to
say, ‘Do we have an alternative here?’”
Woyzbun says.
“Domain expertise” is another motivator, says Clive Longbottom, analyst and Quocirca (www.quocirca.com)
founder. For example, locating, hiring,
and retaining up-to-date security skills
is expensive and difficult for most organizations. A security provider, however, chiefly focuses on security to the
point of understanding it in minute
detail, Longbottom says.
Furthermore, using an external security specialist enables sharing skills
among all the security provider’s customers, Longbottom says, “making
it far more affordable.” Typical managed services, says Wolfgang Benkel,
Forrester Research (www.forrester.com)

“Trust and acceptance that the provider
can deliver the service is absolutely important. It’s difficult if the technician who
did the job before is now managing the
provider who is doing the job now.”
Wolfgang Benkel
principal analyst, Forrester Research

principal analyst, are “commodity”
services, or those that are well-known
and highly standardized. “Based on
the shared resource model, cost can
be reduced with outsourcing into a
managed service model,” he says.
Where devices are concerned,
Longbottom says central IT groups primarily need to know where a device
is, and what it is, and apply controls.
An MSP can identify BYOD (bring
your own device) devices on a public
network that are seeking to connect to
corporate services, ensure devices are
correctly configured, and apply technologies (containerization, data wipes,
etc.) more effectively, he says.
Longbottom says predictability
in pricing is another attraction. Up
to 70% of IT budgets are devoted to
“keeping the lights on,” he says, thus
anything that helps avoid or control such costs should be considered.
“Fixed-price break/fix, patching, and
upgrade maintenance is a great way
of doing this,” he says, as long as the
organization maintains control over
overall strategy.
Woyzbun cautions that reduced
costs isn’t a certainty. For example,
although an MSP may perform a service at lower cost, it’s possible an organization has locked itself into other
costs that won’t go away upon using a
managed service. Such costs could include licensing and human resources,
as well as assets that aren’t fully depreciated. To really save money with
a managed service, “you better really
figure out how you’re going to reduce
those costs you were spending yesterday,” he says. “I think that’s really
something organizations don’t think
about.” Ultimately, unless reducing
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“There are too many cowboys out there
taking companies for every penny they
can, but there are also some very strong
players doing a very good job.”

staff or moving them into positions
that have already been approved,
“you’re adding costs, not reducing
them,” he says.

HEED THIS ADVICE
From the organization’s side, Benkel
says, managed services will be a mind
change. “Trust and acceptance that the
provider can deliver the service is absolutely important. It’s difficult if the
technician who did the job before is
now managing the provider who is
doing the job now,” he says. “Training
for the service managers is necessary.”
Longbottom, meanwhile, says don’t
believe everything an MSP tells you.
“Ask for reference sites. Talk to people,”
he says. Additionally, don’t outsource
company strategy. When the company
needs changes made, Longbottom says,
ensure the MSP “will be there to make
them in a timely manner.” Along the
same lines, Woyzbun says, “no contract
will protect you from a marginally competent supplier.”
Longbottom also recommends
choosing providers that can help
identify opportunities to adopt new
technologies and capabilities and that
have a “plan B.” Further, ensure the
organization has its own Plan B. “In
the first case, make sure the MSP has
full plans in place, predominantly for
business continuity but also for disaster
recovery,” he says. “In the second, accept that in any market companies will
fail, and this could apply to the MSP.”
Benkel stresses the need for strong
service levels “because the client is focused [on] the outcome/output of the
service only. It’s a very important element that the output/outcome control is strong, perhaps combined with
a penalty clause (perhaps with incentives, as well) to focus the vendor to the
right requirements,” he says.
For the MSP, it’s important that an
organization is clear about what it
expects the MSP to deliver, Woyzbun
says. Smaller providers, while possibly cheaper and more responsive,
typically have limited capabilities.
For this reason, confirm expectations
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Clive Longbottom
analyst and founder, Quocirca

with potential providers. Benkel says
it’s also important that an MSP is
granted enough responsibility and
accountability to manage services in
a “best practice way.” This means the
provider can use its own processes
and tools, he says, as most global providers are working on their own improvements (global delivery models,
standardization of processes and
tools, etc.), “and if providers don’t
have the responsibility to use their
process and tool framework, clients
cannot participate on the benefits.”
From a business standpoint, recognizing the impact using a managed
service will potentially have on IT
is also key. “If you, as a manager,
are proposing to move some services
externally—whether to managed
services, the cloud, or outsource—
what you’re saying to the IT group
is, ‘I don’t want you to do that anymore. I want someone else to do
it,’” Woyzbun says. Regardless of
whether the motivation is financially
based, he says, “the interpretation
could be, ‘You don’t trust me, you
don’t like me.’” Understanding that
this hit to IT’s morale or confidence is
possible, he says, “you need to play it
intelligently.”

THE MARKET
Among some experts, there’s a belief that managed services will eventually morph or evolve into cloud
solutions. With a managed service
provider, Woyzbun says, “the organization still needs to worry about
various aspects of technology change.
Cloud vendors reduce the need for
internal involvement even further.”
Benkel adds that with increased

standardization and a willingness
on the client side to be “open,” more
vendor- or market-defined managed
services will evolve to highly shared
service delivery models (or public
cloud). Some cloud solutions today,
such as private hosted clouds, are similar to managed services, he says.
Elsewhere, Woyzbun believes managed service providers must standardize to become better and cheaper
than internally managed services.
“The increased effectiveness or efficiency of these models is available
only to clients willing to align to a
limited available set of options,” he
says. “So the trend will continue to
homogenization of systems capabilities. Few organizations will have the
capability and appetite to differentiate
their IT capabilities from their competitors, and there will be more cloud/
managed service providers where the
markets are sufficiently large.”
Longbottom believes while the
managed IT services market is doing
pretty well, it should be doing better.
“There are too many cowboys out
there taking companies for every
penny they can, but there are also
some very strong players doing a
very good job,” he says. “They will
need to adapt to the new markets,
however. Public cloud, IaaS [infrastructure as a service], PaaS [platform
as a service], and SaaS [software as
a service] will start to eat away at
their addressable markets, and they’ll
need to identify new markets, such as
becoming cloud aggregators/brokers
offering similar support services to
the composite application built up
from a range of functions from different suppliers.” ●
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Fully Managed
Hosting Made Easy
Let Peer 1 Hosting Focus On The Problems Of The Internet
So You Can Focus On The Possibilities
Do you need faster websites, online services, and mobile apps? Need to solve latency issues in your eCommerce or content delivery services? Are you facing multiple hurdles related to your Internet presence, but aren’t certain about the best plan
of action to address them? You might think you need a public cloud computing
solution, but you might not. We spoke with Robert Miggins, Senior Vice President,
Business Development, for trusted vendor Peer 1 Hosting (www.peer1.com), about
how Peer 1’s managed hosting services can handle your Internet problems.

MANAGED HOSTING
IS NOT A MYSTERY
Getting lost in the buzzwords associated with cloud computing and
managed services has more to do with
how providers apply the terms than
it does the actual technologies. Peer 1
Hosting is “a full-solution provider,”
says Miggins, offering cloud, dedicated
servers, and colocation, but managed
hosting is a specialty.
With managed hosting from Peer
1, you get a form of dedicated hosting
in which all you have to do is manage
your company’s applications via online
tools. Peer 1 does the rest, handling everything related to hardware, operating
systems, backup, and security.

ONE SIZE DOES NOT FIT ALL
“One of our strengths,” says Miggins,
“is customization.” Peer 1 offers broad
product categories—eCommerce, mobile and Web apps, and SaaS (software
as a service), to name a few—”but the
first thing we do is to engage directly
with the client and ask, ‘What are you
looking to accomplish?’” Unlike competitors offering fixed one- or two-year
contracts, Peer 1 tailors contracts to your
needs. And with Peer 1, you won’t get

stuck choosing from a limited set of options, which can mean purchasing more
or less than you truly need. This helps
small and large companies alike.
If you are an enterprise with a huge
database, the public cloud might not
work for you. In a public cloud, “your
database is going to be running on hardware that is shared with other companies,” says Miggins. “That’s called
multi-tenancy. If your neighbors on the
same hardware experience an increase
in traffic, it’s going to impact the performance of your database.” Managed
hosting is a better choice in this case.

SPEED & SECURITY MATTER
Having served YouTube and
WordPress as clients, Peer 1 Hosting is
keenly aware of its clients’ need to scale.
“We have 16 data centers across the
world, and a killer high-performance,
highly secure network that connects all
of our facilities,” says Miggins. Peer 1’s
FastFiber Network™ is a proprietary
10Gbps network that is monitored by experts and “smart” enough to anticipate
and avert latencies and slow page loads.
Peer 1’s flexibility and customization
also apply to security. “What type of
firewall is best for your business? Do

Robert Miggins
Senior Vice President, Peer 1 Hosting

you need to securely connect via VPN?
Do you need site-to-site VPN, encryption, or something as simple as an SSL
certificate?” Peer 1 asks these types of
questions, Miggins says, to ensure that
customers get only the security features
they actually need.

EVERY INTERACTION MATTERS
“The way we earn our biggest fans
and promoters,” says Miggins, “is because they had an interaction with us
that was positive.” Peer 1 earns high
survey marks, he adds, in part because
of its solutions, but also because of customer service. A live person always answers the phone, and Peer 1 “strives to
answer sales quotes in 24 hours.” Call or
visit the website to find out more. ●

View our latest webinar recording on
Magento Optimized Managed Hosting
go.peer1.com/pc-today

Peer 1 Hosting | 1.844.813.1359 | www.peer1.com
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Colocation Stretches Out
The Benefits Of Using Managed & Extra-Value Colocation Services
The logical path forward for
many organizations toward hosting,
securing, and connecting IT infrastructure is colocation services, according to a 2014 report from
Quocirca (www.quocirca.com). The research firm cautions, however, that
not all colocation providers are equal;
and often it’s subtle distinguishing
features that mark a successful partnership. One differentiator that more
organizations are seeking in providers is whether they offer managed
services that stretch beyond the facilities-related ones traditionally encompassed by colocation.

Key
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Managed colocation
services can include the
colocation provider taking control of such things
as an organization’s
security or networking
monitoring tasks.
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Just as there are numerous reasons
that organizations go the colocation
route, there are numerous scenarios
that can lead them to take advantage of
data center-related managed colocation
services. In addition to detailing such
scenarios, the following explores the
benefits of embracing these services.

MORE THAN FACILITIES
First let’s define colocation services.
There are multiple types of services,
including those that help organizations
actually move into colocation environments. The term can also refer to the
managed services a colocation provider

More colocation
providers are providing
interconnectivity abilities in which they manage direct connections
between tenants within
the same facility.

offers to organizations after they have
moved some of their IT operations into
the provider’s facility.
From a pure play perspective, says
Sophia I. Vargas, Forrester Research
(www.forrester.com) researcher, “colocation” refers to providing organizations
fully outfitted and managed data center
space that includes all mechanical and
electrical equipment (power, cooling,
power distribution units, universal
power supplies, generators, security,
etc.). In other words, Vargas says, “all
the IT hardware is supported” up to
the rack space. Basic colocation services may also entail “remote hands”

Many organizations
use managed colocation services after first
moving into a facility
and, over time, seeing
the benefits certain
services can provide.

Some colocation providers
are establishing “communities of interest” within their
facilities in which companies in a specific industry or
sector choose to co-locate
for mutual benefit.
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in which the provider, say, reboots a
server on behalf of the organization.
Some colocation providers, however,
“go all the way up the stack,” Vargas
says, to offer hosted and managed services for storage, compute, networking,
and more, either through themselves
or via partners. “Some companies will
claim to do every element of it, all the
way up to provide cloud services for
you,” she says.
Darin Stahl, Info-Tech Research
Group (www.infotech.com) senior
consulting analyst, says at its barest
bones, colocation essentially equates
to “your kit, their site,” meaning the
organization owns and has “tons of
control over the application, the machine, the servers, everything but the
facility.” With managed colocation
services, he says, “you get into things
you can control, or share control with
the vendor.”
An example might include a provider provisioning a server per the
organization’s required specifications.
“They’ll lease it for you, and you
manage it from the application layer
on up. They’ll take care of everything
else,” Stahl says. This arrangement
can extend to IaaS (infrastructure as a
service), he says, as numerous “providers out there offer that full continuum of services now. So you can
start to take advantage of the elasticity
and have a little bit of a hybrid deployment.” In short, managed colocation services generally align with the
idea of passing more direct control to
the vendor while retaining oversight.

THE POSSIBILITIES
While all colocation providers provide space and basic power, cooling,
and network distribution systems,
services can vary widely thereafter.
“Higher-margin” services is one example, says Lynda Stadtmueller,
Frost & Sullivan (www.frost.com) program director, cloud computing.
Common among these is remote
hands support to dispatch colocation
personnel to install a server, reset a
router, or perform other tasks.

“[Interconnectivity features are] becoming more prevalent for more enterprises
because they want to be able to deliver applications with the highest level of performance and speed for their customers.”
Sophia I. Vargas
researcher, Forrester Research

Some providers also make inhouse, industry-specific expertise
and knowledge available to tenants,
Stadtmueller says. “In some cases,
the colo provider simply develops
an industry-specific sales channel
to address the specific content-distribution needs of an industry,” she
says. “In other cases, special offers
or service-level agreements may be
developed for an industry.” In recent years, she says, most colocation
providers have expanded offerings
to include managed hosting or cloud
services to respond to customer demand. “By providing common management tools, this allows them to
offer their tenants a degree of ‘hybrid
cloud’ functionality, enabling tenants
to choose the right configuration for
each workload,” she says.
Specifically, managed colocation
services can include architecting,
provisioning, deployment, management, monitoring, and support services covering servers, networking,
storage, security, applications,
backup and recovery, and other
areas. “Beyond the management of
the facility, most providers have capabilities and offerings that [a] customer cannot staff in-house,” Stahl
says. “Long-term capacity planning,
24/7 service models, etc., are examples here.” Adding such abilities via
a partner that already understands
the organization can be a significant
benefit over time, he says.
Stahl says many organizations’
path to embracing managed colocation services is an evolution. “Once
I’m in a colocation, I get a little tired of

losing my staff in the cage for hours or
days at a time,” he says. “So initially,
I’ll start taking on remote hands, but
eventually that becomes sort of, ‘Hey,
why don’t I take advantage of their
network monitoring ability and their
security monitoring ability?’ because
those tools are expensive.” The knowledge and expertise some providers
have aggregated, he says, can translate into better capacity and capability
than some organizations can accomplish on their own.

SHARED INTERESTS
A significant extra-value service
that various colocation providers
offer, says Clive Longbottom, analyst
and Quocirca founder, is providing
multiple connectivity solutions
to provide extended availability
and flexibility of throughput. “This
should be a no-brainer to anyone in a
colocation space,” he says. Other providers are opening marketplaces of
services that tenants in the provider’s
facility (or in its other facilities) provide to other tenants. “Again, this
can be highly beneficial, as you can
benefit from in-facility core network
speeds or preferential priority and
QoS [quality of service] speeds across
facilities, as well as a single platform
for identifying and dealing with any
issues in service provision,” he says.
Ian Brown, Ovum (www.ovum.com)
senior analyst, says an example of
these “communities of interest” within
a particular industry is financial services “hubs” focused on trading exchanges. Here, buy- and sell-side
traders, exchange trading engines, and

PC Today / August 2014

29

ESSENTIAL BUSINESS TECH

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS

financial information services/feeds
co-locate to interconnect and transact,
Brown says. Other examples include
content and media providers, content
distributors, and cloud service providers that co-locate for mutual commercial benefit.
Such partner interconnections
between tenants within the same
colocation facility might entail the colocation provider managing a direct
fiber connection between two tenants
to provide a secure and private zeroto low-latency connection, Vargas
says. An enterprise, for example,
might directly connect to cloud service provider, SaaS (software as a service) application, or hosting partner.
Any industry in which latency is
an issue should be interested in interconnectivity features, Vargas says,
including gaming, financial services,
and those dealing with large data
sets requiring fast results. Overall,
though, “this is becoming more prevalent for more enterprises because
they want to be able to deliver applications with the highest level of
performance and speed for their customers,” she says.
Elsewhere, Brown says, many
colocation hosts try to attract large
“magnet” customers into their facilities that in turn attract other service
providers and make the facility more
attractive to smaller customers that
wouldn’t typically have such choices
in providers or direct involvement
in a hub or ecosystem. Longbottom,
meanwhile, says some colocation
providers are seeking to offer a
“menu of services” they’ll provide
from external providers by tapping
into public cloud services. “This can
be both pragmatic, as the colo provider will help in dealing with any
problems, and possibly cost-effective,
as the colo provider’s overall spend
could push the costs down for everyone concerned,” he says.
While arguably not a managed
colocation services, another valueadded service Longbottom recommends seeking out is DCIM (data
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“By providing common management
tools, this allows [colocation vendors]
to offer their tenants a degree of ‘hybrid
cloud’ functionality, enabling tenants to
choose the right configuration for each
workload.”
Lynda Stadtmueller
program director, cloud computing, Frost & Sullivan

center infrastructure management)
capabilities from a colocation provider. This enables an organization
to keep tabs on its piece of the overall
multitenant colocation facility. By
tying DCIM in the organization’s existing system’s management abilities,
Longbottom says organizations can
gain vision into what its equipment is
doing but also how the facility is operating with the equipment the organization and its colocation neighbors
are putting in place. “This should
then allow you to be better data
center citizens and help in avoiding
the situation of you (or those around
you) from becoming ‘noisy neighbors,’” he says. Further, if a problem
does occur, DCIM should help in
working with the provider to identify
where the problem is and dealing
with it rapidly and effectively.

SPEAK UP
Before committing to managed
colocation services, Longbottom
recommends asking numerous questions about what’s available now
but also “what solid plans the colo
provider has in place for the future.” Look for a visionary, yet pragmatic, set of responses that indicate
the provider knows it’s in a highly
dynamic market and is prepared to
respond rapidly, he says. Further,
look for inclusivity. For example, if
the organization identifies a service
it would like the provider to offer,
Longbottom says look for a response
from the provider similar to “Thanks,
let’s look into it together” vs. a

“straight-forward ‘no’ or ‘we’ll look
into it and get back to you.’”
Stahl says the use of managed colocation services is a conversation
now occurring in a majority of organizations. Companies not having the
conversation now, he says, are beginning to. Five years ago, Stahl says, the
driver to enter colocation was often
connected to organizations staring at
major refreshes (aging cooling systems, for example). “Now, what I’m
seeing happening is that’s already
taken place, so most often it’s around
disaster recovery,” he says. After getting their feet wet and having a good
experience, he says, organizations
may use various managed services
with IaaS sometimes rolled in and
“start to say, ‘You know, this works
pretty well. Why wouldn’t I begin
doing this for my production?’ And
that evolution starts to take place,”
he says.
Stahl does caution that it’s imperative companies contemplate the possibility of “divorce” with a provider
should the partnership/services not
work. “Going into these things, nobody talks about the end,” he says.
“What’s certain about IT is failure
will occur. The question becomes
what happens inside these relationships when it does.” Thus, determine
how both parties will continually
work to respond to and repair failures, and “if something finally
happens that the relationship goes
sour, how they’ll try to rehabilitate
it,” Stahl says. “Switching is the last
thing you want to do.” ●
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Fog Computing

Providing A Bridge Between End Users & The Cloud
Metaphorically, the term “fog
computing” is spot on. In relation to “cloud computing,” which
is often described as residing “in
the sky,” fog computing sits closer
to the ground and closer to users.
Conceptually, fog computing also
poses interesting potential that, if realized, will place data closer to users
and alleviate issues the IoT (Internet
of Things) is expected to produce.
“The IoT presents an attractive
framework for businesses and consumers alike—whether in the form
of improved operational efficiencies,
new revenue streams, and/or big
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“Fog computing” is a
developing model for
connecting devices lower
to the ground (mobile
devices, machines, appliances, etc.) as a complement to cloud computing.
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data analytics,” says Ryan Martin,
Yankee Group (www.yankeegroup.com)
associate analyst. For this to happen
IT infrastructures will require the
ability to manage the vast amounts
of information the IoT will generate.
Today, most of this processing happens locally or at the cloud level,
Martin says. Fog computing would
change that by offering “the ability
to compute, direct, process, and store
data at the edge of the network, providing a virtual extension of today’s
cloud services,” he says.
Though fog computing is very
much in its early stages, work is

Fog computing would
offload processing, storage, and networking workloads occurring in cloud
services and place them at
the edge of the network in
distributed local resources.

underway to bring it to life. The following explores what fog computing
entails and proposes to do, and how
businesses could benefit.

SEE THROUGH THE FOG
“Fog computing” is a term and
paradigm that Cisco is credited
with coining and leading the charge
for. Rather than replace cloud computing, fog computing is meant
to complement it, primarily by
offloading part of the processing,
storage, and networking workloads
from cloud services and placing
them at the network’s edge in a

A primary benefit of
fog computing would
be reduced latency,
which will be vital when
factoring in billions of
connected devices the
Internet of Things entails.

Fog computing would put
real-time data closer to users,
thereby providing an opportunity for users to perform more
relevant, time-sensitive analysis
and make intelligent business
adjustments.
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“Like the cloud, the fog is a distributed
model, but instead of using the endpoints
as computing elements contributing to
a greater task, fog computing focuses on
reporting the data created as part of the
tasks already underway on a device. This
could cover a huge range of information”
. . . including metrics from industrial processes; the fuel efficiency of truck fleets;
and data from browsing habits, social
media use, and cell phone locations.
Steven Hill
senior analyst, Current Analysis

geographically distributed fashion.
Essentially, fog computing would
enable distributed local resources
(routers, mobile devices, etc.) to do
some heavy lifting vs. all of it happening in the cloud.
A chief benefit would be reduced
latency, something particularly
noteworthy when factoring in the
scores of Internet-connected devices projected to exist in coming
years that send data to the cloud.
One estimate suggests there will be
50 billion such connected objects
(including sensors used in association with manufacturing processes,
medical equipment, in-vehicle systems, consumer products, etc.) by
2020. Martin says the volume of
devices with embedded connectivity poised to hit the market “will
be commensurate with the need
for high-bandwidth, low-latency
data services.” Fog computing aims
“to alleviate some of the resulting
burden on the network by adding
an intelligent layer between devices and the cloud,” he says.
Jet engines are commonly used
as an example to demonstrate
how fog computing could prove
useful. A jet engine can produce
about 10TB of data related to its

performance and condition in just
30 minutes. Continually transmitting that much data to the cloud
for processing and then sending
back responses is time-consuming
and taxing on bandwidth. In a fog
computing scenario, chunks of processing would happen locally to
combat this issue. Another example
is a connected thermostat that constantly logs data, of which a fair
amount might never change but
that is continually sent to the cloud
for processing. If processed locally,
however, the data that is of little
consequence could be extracted,
thus saving bandwidth.
Although cloud computing has
brought IT vendors and companies
various advantages, including costsavings, Faisal Ghaus, TechNavio
( www.technavio.com) v i c e p r e s i dent, says that cloud computing
has also posed various challenges, the most pertinent being
that the resources an individual
requires reside in another location (the “cloud”). How quickly
a user can access those resources
depends completely on accessible
bandwidth, he says. Furthermore,
bandwidth might vary depending
on how many users are accessing

that cloud resource and the daily
activities occurring in an office operating on the same bandwidth. As
more users/organizations enter the
cloud framework, this challenge
will increase, he says.
To counter this problem, fog
computing would make data available as close as possible to users,
Ghaus says, either by putting it at
the network’s edge “as an intermediate stop between the cloud and
user” or placing it at various access points with the aim of reducing
latency as much as possible. Fog
computing could also make it more
viable for mobile device users to
access the cloud, he says, because
it “allows for select data or applications to be at the end-user point
itself for faster processing.”
In addition to being organizationally located below the cloud,
René Buest, senior analyst at Crisp
Research (www.crisp-research.com),
describes “the fog” as serving as
an “optimized transfer medium
for services and data within the
cloud.” Conceptually, “fog computing builds upon existing and
common technologies like CDN
[content delivery networks], but
based on cloud technologies it
should ensure the delivery of more
complex services,” he says.
As users’ data requirements increase, Buest says, concepts to reinforce the cloud idea and empower
companies/vendors to provide
content over a widely spread platform will be needed. “Fog computing should help to transport the
distributed data closer to the end
user, and thus to decrease latency
and the number of required hops,
and better support mobile computing and streaming services,” he
says. “Alongside the Internet of
Things, the rising demand of users
to access data at any time from any
place and with any device is another reason why the idea of fog
computing will become increasingly important.”
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THE IOT CONNECTION
Steven Hill, Current Analysis
( www.currentanalysis.com) s e n i o r
analyst, says that proposed fog
computing would extend network connectivity to billions of
intelligent devices without dramatically increasing the strain on
the Internet while providing better
access to data the devices provide. “Like the cloud, the fog is a
distributed model, but instead of
using the endpoints as computing
elements contributing to a greater
task, fog computing focuses on reporting the data created as part
of the tasks already underway on
a device,” Hill says. “This could
cover a huge range of information,” he says, including metrics
from industrial processes; the fuel
efficiency of truck fleets; and data
from browsing habits, social media
use, and cell phone locations.
Beyond growing in number at an
incredible rate, network-connected
devices represent a wealth of data
Hill says we’re only now beginning
to appreciate. “Most people don’t
realize that a huge percentage of
the number of microprocessors
made today are actually used for
embedded applications rather than
for computers,” he says. Currently,
accessibility to embedded processors is limited because they
were traditionally dealt with on
a vendor-by-vendor basis, he explains. Fog computing proposes an
environment where most of these
types of applications could instead
be directed through the Internet,
he adds.
“From a business perspective,
the IoE [Internet of Everything]
represents a relatively untapped
mountain of data just waiting to
be harvested for analysis, and fog
computing can actually bring you
much closer to these real-time data
collection opportunities,” Hill says.
Theoretically, the fresher the data,
the more relevant it would be to
an organization’s analytical goals.
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The volume of devices with embedded
connectivity poised to hit the market
“will be commensurate with the need
for high-bandwidth, low-latency data
services.” Fog computing should “alleviate some of the resulting burden on the
network by adding an intelligent layer
between devices and the cloud.”
Ryan Martin
analyst, Yankee Group Analytics

The closer the organization is to the
data, the quicker it could adjust to
current conditions.
Matt Hatton, Machina Research
(www.machinaresearch.com) director,
believes that while there’s a benefit
to a fog computing-like approach
of processing data on edge devices vs. sending every bit of data
to the cloud, handling processing
at appropriate levels is important.
A connected vehicle, for example,
might generate gigabytes of data
per minute, some of which holds
value to car makers. Here, doing a
significant amount of processing
and data management on the device makes sense in terms of determining what data is useful and
extracting it so that “you’re delivering by exception vs. delivering
all available data,” he says.
A particular connected medical
instrument, meanwhile, might only
generate a small amount of data,
but that data might require serious
crunching, to the point “you may
want it all to go into the cloud,”
Hatton says. “And there are cases
that fall between those extremes.”
Hatton says there’s such a variety of
applications and services included
with the IoT, it’s nearly impossible
that a variety of approaches won’t
be required to address them due to
the volume of traffic various applications create, the varying importance of that differing data, and the

speed at which organizations may
need to respond to data.

PLUSES & MINUSES
Mike Sapien, principal analyst
with Ovum (www.ovum.com), believes there are two issues fog computing can realistically address:
business application performance
and sustainability. Generally, putting more application intelligence
and user content at the network
edge will improve performance
and enhance availability of business applications if a cloud platform were down or slow, he says.
Considering the long term, Sapien
cites disaster recovery and allowing some data collection and
applications on fog computing
nodes to enable better performance, increase data available for
analytics, and increase uptime as
potential real-time analytics and
business-specific benefits.
Buest, meanwhile, says the
more services, data, and applications that are deployed to end
users, the more vendors must find
ways to optimize the deployment
processes. This means delivering
information closer to users and
reducing latency to be prepared
for the IoT, he says. “There’s no
doubt that the consumerization
of IT and BYOD [bring your own
device] will be increasing the use
and, therefore, the consumption of

ESSENT IAL BUSINESS TECH

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS

“There has always been a concern about
the security aspect of data being stored
in a cloud, and now with fog computing,
the data isn’t exactly stored in a cloud
but in an intermediate location, which
makes the question of security even more
pertinent.”
Faisal Ghaus
vice president, TechNavio

bandwidth,” he says. Increasingly,
rich content and data is delivered
over cloud computing platforms
to the edges of the Internet while
users’ needs are simultaneously
growing exponentially, he says.
“With the increasing use of data
and cloud services, fog computing
will play a central role and help to
reduce the latency and improve the
quality for the user,” he adds.
Jagdish Rebello, senior director
at IHS iSuppli (www.ihs.com), finds
what fog computing is proposing
promising and makes sense for
mission-critical and latency-sensitive applications. For a majority
of applications, however, there
will be a question of balancing increased costs against gains in reduced latency, he says. Further,
he believes it’s worth asking what
fraction of applications that require
reduced latency is really involved,
as many critical or time-constrained applications “are probably
done right on the device itself.” In
other words, the relevant question
is this: how many applications will
benefit from reduced latency but
still essentially lend themselves to
a basic cloud architecture? “In my
opinion, right now, that’s small,”
Rebello says.
For Hill, the key to fog computing lies in the level of “intelligence” the devices at the network’s
edge and the network model for
communicating with those de-

vices possess. “The real value to
business lies in the work product
provided by the endpoint devices,
which makes the term ‘fog computing’ somewhat more relevant,”
Hill says. “From a typical business
perspective, this comes down to
the same challenges as any analytics initiative: understanding
your business goals, defining the
types of data most relevant, identifying the best sources for the
relevant data points, and then
streamlining the communications
with those sources.”
Currently, a key challenge for
fog computing in general lies in
providing greater network connectivity with embedded technologies and convincing the vendors of
those embedded products to agree
on a unified strategy for communicating with them, Hill says.
Although Ghaus thinks it’s
too early to have a solid understanding of what problems could
stem from fog computing, knowing
exactly what data will be stored
at end-user access points or at intermediate locations end users
access will be key. “Further to
this, what about the security implications? There has always
been a concern about the security
aspect of data being stored in
a cloud, and now with fog computing, the data isn’t exactly stored
in a cloud but in an intermediate
location, which makes the question

of security even more pertinent,”
he says.
Ghaus adds that storing data on
end-user access points also raises
the question of how much storage
will be required for these access
points. One of the biggest advantages cloud computing offers is
doing away (to a certain extent)
with storage at end user points,
he says. “However, with fog computing, storage is required again,
and the amount of storage will depend on what type of applications
will be stored. This would bring
about an increase in cost again,”
he says.
Privacy is another issue, including in terms of “drawing a
firm line between the purely functional monitoring of things like
industrial processes or public
transportation systems and the collection of personal data from mobile devices,” Hill says. He cites
a recent social network experiment regarding the effect of news
feed contents on users’ emotional
state as an example. Although the
results of the experiment were
significant and useful, the covert methodology used to collect
data walked a fine line, Hill says.
“What’s considered visibility to
one person may well be intrusion
to another, and the increasing use
of mobile devices as data-gathering
points could easily face similar
backlash,” he says.
Hill says the types of embedded,
intelligence-gathering opportunities are multiplying at an amazing
rate, and most don’t present users
an opportunity to opt out or even
become aware of their existence. If
they do, actual intent is buried in a
multipage EULA (end user license
agreement), he says. “Of course,
this still occurs in the absence of
fog computing, but you must admit
that the dramatically increased
connectivity offered by a ‘foggier’
environment will only add to these
problems,” he says. ●
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The Aftermath
Of Outsourcing

What To Do With Your Leftover Equipment & Unused Data Center Space

A lot of companies are choosing
to outsource their IT infrastructures,
embracing cloud computing, colocation, and other third-party services
in an effort to cut down on current
internal setups. If your company is
considering outsourcing, there are
some things you’ll need to think
about before moving everything offsite, such as what will happen to the
leftover equipment and how your
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Make sure the place you’re
moving your equipment to
can handle that infrastructure in terms of power,
cooling, and security,
whether it’s a third-party
facility or your own.
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company will utilize the space that is
freed up in your data center. If you
don’t look at these things now, outsourcing may not save you as much
money as you initially anticipated.

OUTSOURCING
CONSIDERATIONS
Before you decommission or
liquidize IT assets, it’s important
to take a look at any third-party

Decide what equipment
you need to keep and
how much space you’ll
actually use, then go
through the process of
selling leftover equipment
before it loses value.

provider’s facility, as well as your
own. If you outsource the majority
of your IT infrastructure to a third
party or move the equipment to a
colocation facility, you’ll want your
facilities manager to visit any potential location to ensure it is “up
to par with what you expect to have
in consideration for uptime,” says
Ken Koty, sales engineer at PDU
Cables (www.pducables.com). You’ll

Consider using your
leftover data center
space for additional
office space or as a test
lab. Don’t let that space
sit idle, or you could
negate potential savings.

You may decide to sell off your
data center facility, especially if
it’s offsite and you don’t plan to
use it. Consider potential future
growth and determine whether
or not it makes sense to keep
that space.
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also want to focus on the location
of the data center and whether it’s
prone to natural disasters or other
possible dangers.
“If it was me,” says Koty, “I’d
want to see what kind of maintenance they’re doing on the equipment and how it would affect my
equipment and my uptime.” He
would also want to ensure the site
has good security. He would check
whether people could enter the facility and do what they want, or
identify if there were rules users
would have to adhere to. “If it’s
just for accounting in your own department, maybe you could stand
an outage,” Koty explains. “But if
your daily revenue is coming from
these computers, you have to be
very careful where you put them.”
Many companies apply these
same principles to their onsite
data centers. For instance, some
consolidate multiple data centers
into one and still outsource a portion of the infrastructure to a third
party. Koty says your accounting
department may see that on paper
it makes sense to consolidate and
bring all of the systems that need
to remain internal under one roof,
but that scenario may not make
sense in terms of what you have
available for power and cooling.

DECOMMISSIONING
& LIQUIDIZING
When you outsource your IT infrastructure, you won’t get rid of
all your inventory, so you’ll need
to make a plan for what to do with
any leftover equipment or empty
space in the data center. The first
step is to determine how much of
the leftover space you will actually
use. For example, if you initially
had a 1,000-square-foot data center
full of equipment, but you now
have a much smaller footprint, you
might be able to fill a 10-foot by 10foot space after outsourcing. Then
you can also decide whether you
have the resources to renovate and

“Let’s say you’re getting a bunch of
server cabinets at one time because
you can get a better deal on it. You’re
not going to put them all in that leased
space, but you can put them in this
other space and warehouse them. And
you can also set them up and test them
to make sure they work before you put
them in the leased space and find out
you have an issue when they’re supposed to be supporting your business.”
Ken Koty
sales engineer, PDU Cables

reuse the extra space now or wait
for a few months.
“There are a couple things you
can do,” says Darin Stahl, principal
consulting analyst at Info-Tech
Research Group (www.infotech.com).
“You can immediately begin to
decommission that space, but you
need to understand that you have
renovation costs, decommissioning
costs, and some liquidation costs,
because you’re not going to get
tons of money on the stuff left over.
That can tend to help you hold the
value, because you made a business case for your outsource, and if
you continue to keep that room and
it’s running empty, you’re eroding
your savings and the economics
around that outsource.”
Stahl explains that some companies will choose to shut down their
IT equipment, power equipment,
and air conditioning units because
“they’re not ready to spend the
renovation dollars, and they’re not
necessarily ready to make use of
that extra 900 square feet.” Even
though this option may save you
money in the short term, Stahl
warns that “it’s not a neutral cost”
and “you still have to worry about
having things running, maintenance costs,” and depreciation of

your assets. This is the point in the
process where you need to make
decisions quickly regarding what
you plan to sell or keep.
For example, Stahl says, “if
you have 5-ton air conditioner
that is sellable and you just let it
sit there,” it loses value. Plus, if
you only have one or two racks of
equipment in your data center,
but you still have enough power,
cooling, and networking equipment to run a larger facility, you’re
just wasting resources and negating the potential cost savings
you planned to get from the outsource in the first place. By downsizing, Stahl explains, you save
some money on your OPEX (operating expense) and PUE (power
usage effectiveness), but you will
also save some capital on those
things because you will go to
market sooner.

WHAT TO DO WITH THE
SPACE THAT REMAINS
After you’ve cleared out your
excess equipment and roped off
the area you need to house your
basic in-house infrastructure, Stahl
says you can then look at turning
“that empty, expensive space back
into space that can be used by the
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“Is it a fixed asset with the building?
You have to navigate that stuff, because
sometimes in the leases, things that
you do with those rooms become
fixed assets. . . . The big thing is to go
through the financials, find out where
that makes sense, understand where
your demand is from the business side,
and then make a no or no-go decision.
And sometimes it’s not a no-go, but just
a ‘not now,’ because you’re just going
to put it off for a little bit until that
demand comes back up.”
Darin Stahl
principal consulting analyst, Info-Tech Research Group

business for growth.” This is beneficial for the business side of the
company, because it gains access
to more space, and for the IT team,
because it can “get those expenses
out of the IT budget,” Stahl says.
Stahl shares an example in which
one of his customers had a 1,000square-foot data center that was
home to only two racks of equipment. The customer needed to
put in more cube space to accommodate the company’s growing
workforce. The original plan was
to replace a meeting room with
cube space because the company
w a s “ gro w i n g o u t o f b u s i n e s s
units so fast,” and it hadn’t occurred to management to use the
leftover empty space in the data
center instead, he explains. It’s important to realize that even though
a space was previously used as a
data center, an organization can
and should repurpose the area
when possible.
Stahl says some companies may
also try to hold on to the extra
space because they think the outsourced infrastructure will eventually have to come back if there
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is a problem with the third-party
provider. Stahl reassures companies that “the outsourced stuff is
gone and it’s not coming back.”
He explains that “workloads are
going to shift,” you’ll start taking
more advantage of SaaS (software as a service) solutions, and
“that whole footprint is going to
change and probably get smaller
over time.” For that reason, he says
you need to stop holding on to the
space “in case the whole thing goes
sour,” and instead get rid of the
space as quickly as you can and
start turning that empty space into
something positive and useful for
your company. Aside from using
the leftover data center space as office space for employees, you may
also want to consider using it as a
test lab or staging area.

WHEN TO KEEP IT
& WHEN TO SELL IT ALL
Although it makes sense in many
cases to reuse any extra data center
space, there are some situations in
which selling off your data center
entirely might be the right course
of action. This applies mostly to

companies with offsite data centers
vs. those with onsite data centers,
where it makes sense to repurpose
rather sell the space.
However, if the data center is
its own separate space, you may
be more open to selling the facility, especially if you have
enough space in-house to hold
the leftover equipment after outsourcing and liquidation. “Can
you make space in an existing
building or floor to accommodate
that stuff?” Stahl asks. “If so, you
have the entire building you can
decommission, put up for sale,
lease, or repurpose. If it is a separate space, get out of it and get
rid of it. That’s often the best way
to go.”
Koty, however, warns that
selling off your entire data center
facility is a risky proposition, especially if you envision a lot of
growth over the next few years.
Even though your chosen colocation provider or service provider
can handle your current infrastructure requirements, you need
to make sure it can handle those
requirements well into the future.
Most, if not all, hosting and colocation providers will house equipment from multiple customers in
the same location, which means
you may not always have access to
the resources you need. It’s something you need to speak to your
provider about ahead of time so
you don’t get trapped.
Business growth is a good reason
to keep your existing data center
because after outsourcing even a
portion of the facility, you may
still need to keep some major systems in-house, and you will want
the extra space to hold them. “You
have to have a plan,” says Koty.
And sometimes that plan consists
of temporarily holding on to your
extra data center space and using it
for other purposes until you decide
what to do with it in the future as
your business continues to grow. ●
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The Social Influence
Mixing Business & Social Media Is Here To Stay
Social networking is still new
enough that many business decisionmakers still struggle with how to leverage it. Simply asking “What are we
trying to accomplish?” can lead to frustration. One thing is clear, however:
having a social network presence is no
longer an option. Customers expect it,
and you can bet competitors are using
it to expand their own brands and engage more people.
As Alan Lepofsky, Constellation
Research (www.constellationrg.com) vice
president and principal analyst, says,
“Speed is critical. Customers who try
and connect with a brand via social

Key
Points

If consumers lack firsthand experience with a
brand, it’s possible they’ll
form opinions or change
their perceptions based on
the prevailing opinions of
others on social networks.

media expect almost immediate response. Failure to do so could cause
people to go elsewhere.” For that reason
and others, it’s vital that businesses be
well-versed in social networking strategies, trends, and tools of the trade.

THE CONNECTION
The relationship that businesses currently have with social networking
spans from the tepid to the dynamic. Altimeter Group (www.altimetergroup.com)
founder and managing partner, Charlene Li, says she feels the businesssocial relationship as it stands today is
often awkward, similar to a couple’s

Beyond knowing which
social network platforms
your customers are using,
it’s important to understand many aspects of
social networking can
change very quickly.

early days of dating. Although many
organizations are using Facebook,
Twitter, LinkedIn, etc., the sharing is
“a bit on the superficial side” because
businesses don’t want to look silly or
stupid, and therefore they “keep things
safe,” she says. The opposite is true for
other businesses that are deeply engaged and “let a bit of their authentic
self come through,” because they’re secure enough to know that if they make
mistakes they’ll get a second chance,
Li says. “In those relationships, businesses are able to fully tap into the
richness that social networking can provide,” she says.

Rather than create
messaging for a global
audience, engaging
consumers on a local
level in their local
language can be more
effective.

Whereas traditional advertising
can take months to produce,
social networks provide the
means to communicate with
consumers almost instantly.
However, that doesn’t eliminate
the need to be cautious.
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Vice President of Technology
at Evolve24 (www.evolve24.com), a
Martiz Research company, Michael
Bryars, describes the disruptive power
social media can have. “A consumer’s
perception of a brand is determined
by a combination of first-hand experience and the prevailing information
environment, which more often than
not is comprised of a consumer’s social
networks,” he says. Consumers perceive messages the brand publishes
as less credible than those from other
consumers, even if they don’t know
the other consumers, he says. If firsthand experience is missing or the social
networking information environment
doesn’t align with the consumer’s own
experience, most consumers will subconsciously modify their perceptions
of a brand to accommodate the prevailing opinions shared in their social
networks, Bryars says.
“As consumers, our DNA is wired
such that our cognitive and psychological processes transform the opinions and experiences shared in our
social networks into actionable beliefs
and perceptions,” Bryars says. Thus,
perception becomes reality, meaning
a “small number of online consumers
can provide the prevailing information to the population at large for
belief and opinion formation and associated action in connection with a
brand,” Bryars says.
For Lepofsky, social media has essentially ended the era of one-size-fitsall messages, products, and services.
Companies are seeking ways to build
better relationships with prospects and
customers and deliver personalized
experiences, he says. “This mass personalization can only come about when

“Instead of talking to prospects and
customers, social networks enable
brands to have conversations with the
audiences.”
Alan Lepofsky
vice president and principal analyst, Constellation Research

companies embrace the shift to digital
experiences such as social networking,”
Lepofsky says.

SETTING EXPECTATIONS
Even for those who are already convinced of social media’s potential to
enhance their business in some way,
gauging how to proceed isn’t easy.
Many companies, for example, assume they should focus most heavily
on Facebook based on its popularity.
A given company’s customers, however, may actually gravitate more to
visual-based social network. In short,
consumers have different expectations
of different social networks.
Li says the key is figuring out which
platform your customers are using.
Further, don’t assume because they
weren’t using a social network last
month that they still aren’t. “Things
change very, very quickly,” she says.
Ultimately, the question is when it’s
worth it for a company to engage in
these channels. “I believe it has less to
do with demographics and more to do
with the number of actual customers,”
Li says. “My take is you won’t find out
unless you look. And you won’t see
value unless you engage.”
From some experts’s vantage points,
an important component of using social networks is creating a community

“[A] small number of online consumers can provide
the prevailing information to the population at large for
belief and opinion formation and associated action in
connection with a brand.”
Michael Bryars
vice president of technology, Evolve24
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in which customers can easily communicate with the company and the
company can learn more about customers. “Instead of talking to prospects
and customers, social networks enable
brands to have conversations with the
audiences,” Lepofsky says. “They provide a sense of community where everyone has a voice.” That said, each
social platform serves a different purpose and requires a different approach,
he says.
What the platforms have in common
is providing an opportunity for customer involvement. “Social media
channels aren’t just about pushing
down messages. They’re about making
customers feel like partners,” says
Lepofsky, whose No. 1 rule regarding
social network business usage is to
listen and respond. “If you don’t listen,
you’ll alienate your customers. If you
listen but don’t respond, the customer
will feel ignored,” he says.
A current trend Li sees is the integration of social media into a company’s
digital and traditional marketing and
customer support. “Social is breaking
out of a silo and being integrated into
all aspects of customer engagement,”
she says.

RELATIVELY SPEAKING
Where social media usage relative
to their own businesses are concerned,
Bryars says companies must understand what messages and key influencers are driving conversations about
their brand. “Too often, consumers understand social media better than the
businesses trying to engage them, so
businesses have to do their homework
to understand the mechanics of who,
what, and where consumers are talking
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about them and why,” he says. It’s then
that developing more effective strategy
for engagement can occur.
Businesses should also monitor
brand-related conversations over
time, ensuring that social networking
actions aren’t producing undesired
responses. Monitoring and safeguarding reputations from negative
stakeholders is also key, Bryars says,
as is building a network of influencers
and advocates who won’t abandon
the business if a crisis hits. “In an age
where consumers trust other consumers over brands, businesses are
often operating with a trust deficit,”
he says. Consumers want opinions
from other consumers about brands,
thus it’s important to identify what’s
resonating with target consumers and
amplify that in credible ways, he says.
One method is enlisting credible third
parties that identify positively with
the brand.
Elsewhere, John Yunker, Byte
Level Research (www.bytelevel.com) cofounder, stresses the importance of localization. Rather than taking a global
approach, for example, a company
might maintain numerous countryspecific Facebook pages to engage
local users in local languages. Though
more involved, Yunker says, “the engagement level is quite high.” Yunker
says how many people engage doesn’t
matter as much as the engagement
level. Companies obsessed with numbers tend to rely on cheap gimmicks
that ultimately damage the relationship with their followers, he says.
Similarly, Li says it’s easy to get
caught up in total numbers of followers or likes and similar metrics.
More important are metrics that help
connect the dots “between what
you’re doing with social media [and]
your business objectives.” Clearly
stating what the company believes the
benefits are is the first step to actually
measuring them, she says. Even if the
metrics aren’t easy to obtain, she says,
“at least you’ll be moving in the right
direction rather than settling for numbers that have no value meaning.”

“Social is breaking out of a silo and
being integrated into all aspects of
customer engagement.”
Charlene Li
founder and managing partner, Altimeter Group

In terms of what to know about how
the competition is using social media,
it’s likely they’re monitoring your activity, success, and failures to gain a
competitive advantage. Li believes
what matters more than if competition
is using social media is “if your customers are.” If they aren’t talking about
your brand, products, or industry, she
says, “you better be listening.”

HOW TO PROCEED
Ideally, companies could simply
employ a social media strategy proven
to work. Li says, however, there is no
foolproof formula such as “tweet six
times a day.” Instead, success “very
much depends on your customers and
the kind of relationship you want to
have with them.” If focused on creating value for customers and the
organization by developing and deepening relationships, she says, “your
strategy will be on a firm foundation.”
Truly connecting with customers
can result in delivering more tailored
customer experiences. “For example,
if a clothing company knows what
styles a customer likes, they can make
better recommendations on future
purchases,” Lepofsky says. “If an entertainment company knows what
games a person plays, they can create
offers that will appeal specifically to
the customer’s emotions.”
Individually, larger companies
typically have more customers to
handle and more complex organizations, lines of business, regions, etc.
to coordinate and thus require tools
to manage many different types of
conversations across several social networks, Li says. “Smaller businesses
have the luxury of being able to focus
their efforts on a specific audience or

customer segment. They can potentially go deeper in ways that larger
organizations can’t,” she says. The
challenge for smaller companies is
finding time and staff. Positively, any
business can benefit from leveraging
existing content vs. creating it from
scratch, Li says. Here, smaller organizations may have an edge because they
can take a single photo, for example,
and create a social presence that rivals
a much larger organization’s, she says.
Regarding which social tools are
best for B2C (business to consumer)
vs. B2B (business to business), Li
says B2B typically has a longer consideration process involving multiple decision-makers. Thus, forming
and building relationships with each
person is crucial to the sales process.
“LinkedIn is of particular use because
you can find and identify key people
to engage in the sales process that you
would otherwise never interact with
in traditional sales and marketing,”
she says. B2C is much more personal,
though as a relationship is built over
time a business will want the ability to
“recognize that same social customer
across social platforms and also when
they visit your site,” Li says. Thus,
a robust customer relationship management platform that integrates with
social data is essential.
As for that “What are we trying to
accomplish?” question, Li says brand
and product awareness, customer relations, and gaining credibility in a
digital age are all viable benefits. “The
question is, ‘What is the priority for
your organization?’ Focus on a few
things, learn how social can help (it
doesn’t always), and invest in the areas
where it leads to business value creation,” she says. ●
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ENERGY-CONSCIOUS TECH

The technologies
that make our lives
easier also produce
some unwanted side
effects on the environment. Fortunately,
many researchers,
manufacturers, and
businesses are working to create solutions
that will keep us
productive while
reducing energy
demands to lessen
our impact on the
environment. Here,
we examine some of
the newest “green”
initiatives.

NASA recently launched
the OCO-2 (Orbiting
Carbon Observatory-2)
satellite to study carbon
dioxide and climate
changes on earth.
PHOTO COURTESY: NASA/BILL INGALLS

NASA LAUNCHES SATELLITE ON CARBON MISSION

➤ This summer, NASA launched a satellite called the OCO-2 (Orbiting Carbon
Observatory-2) on a mission to measure carbon dioxide in the earth’s atmosphere. The satellite, a hexagonal craft roughly six feet long by three feet wide
and that weighs just under 1,000 pounds, carries three spectrometers that measure sunlight. The measurements show how much carbon dioxide is present in
different layers of the atmosphere. This data will be combined with information
gathered from other satellites to help scientists determine how much sunlight is
being absorbed by greenhouse gases, which affects the earth’s climate.
The Delta II rocket carrying the OCO-2 was launched from Vandenburg Air
Force Base. NASA uses this southern California launch location for satellites
that have polar orbits. Satellites in these orbits can cover both poles, which is
important in this case for taking comprehensive atmospheric measurements.

EUROPEAN SOLAR DECATHLON HELD IN VERSAILLES

➤ Teams from 20 universities around the world recently showed off the results of
nearly two years of work at the biennial European Solar Decathlon. The contest,
modeled after a similar event held in the U.S., involves teams that design, build,
and operate fully functional solar-powered houses. The houses are built, disassembled, and then transported to the site of the event, where they are reassembled and
put on display. Judges evaluate the homes in 10 different areas including architectural design, house functionality, appliance functionality, energy efficiency, urban
design and transportation, social awareness, innovation, sustainability, electrical
energy balance, and overall comfort. This year’s entries came from 16 countries
and three continents. For results, go to www.solardecathlon2014.fr/en.
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IBM LAUNCHES 10-YEAR
GREEN PLAN FOR CHINA

➤ IBM announced it was putting its
people and technical resources behind a 10-year plan to help China reduce air pollution and achieve green
energy goals. The plan, called “Green
Horizon,” seeks to create an ecosystem of private, public, and educational institutions that will propel China
to develop new technical advances in
three areas: renewal energy forecasting, energy optimization for industry,
and air quality management. IBM’s
China Research lab will lead the
project and is already partnering with
the Beijing Municipal Government
to improve air quality and reduce
particulate matter in the city by 25%
over the next three years.

IBM’s China Research Lab is working with
local partners to develop new energy and
clean air technologies.

PARKING METERS THAT
CHARGE BY CAR TYPE

➤ Madrid has been trying to reduce
municipal air pollution to improve
the quality of life for citizens. Now
city officials have started rolling out
a new and somewhat controversial
plan to encourage the purchase of
smaller, more eco-friendly autos. The
city has started using smart parking
meters that charge varying amounts
based on the size and type of the car
being parked. Drivers enter the license plate number of their car on
a meter keypad and the number is
checked against a licensing database.
Parking for electric cars is free, and
payment is reduced for smaller cars.
But if you drive a big gas hog, you’ll
pay more for parking privileges.

GE has created a
new line of Smart
LED bulbs called Link
that you can control
remotely via mobile
devices with the free
Wink app.

FORGET TO TURN OFF THE LIGHTS? NO PROBLEM;
GE ANNOUNCES LOW-COST “SMART LED” BULBS

➤ General Electric says customers can now pre-order its new Link smart
LED lightbulbs on The Home Depot’s website. The energy-efficient LED
bulbs use 80% less electricity than traditional incandescent bulbs. GE says
Link also is the “most affordable connected LED on the market,” with
prices starting at less than $15. There are three versions of the bulbs: a 60watt model for lamps and similar house fixtures; an indoor floodlight; and
an indoor/outdoor spotlight. All versions should be available in the fall.
All of the Link bulbs include chips that can connect wirelessly to the
Internet and that users can access by installing the free mobile app Wink
on their smartphones or tablets. Wink acts as a remote control for Linkenabled fixtures, so you can use your mobile device to turn the lights on/
off from your couch as well as from your car. You can even use Wink to
vary the intensity of the light emitted by the Link LED bulbs to dim the
lighting in a room at night or to brighten the room slowly when you’re
waking up in the morning.

NEW WIRELESS CHIP DESIGN COULD SLASH
DATA CENTER ENERGY COSTS BY UP TO 20%

➤ Washington State University says that a research team at its School of
Electrical Engineering and Computer Science has filed for patents related
to a new wireless multicore chip design. Professor Partha Pande and associate professors Deukhyoun Heo and Benjamin Belzer created a design
for a “wireless network on a computer chip” that the school says could
eventually reduce the amount of energy consumed by large data centers
by as much as 20%. Instead of using wires to connect multiple cores on a
single chip, the technology Pande and his team developed allows the cores
to communicate via wireless links.
In a press release, the University says the team has effectively created
a “miniature cell tower system” on a processor, complete with antennas,
low-powered transceivers, and the requisite communications protocols.
Funded by the National Science Foundation and the Army Research Office,
the team is continuing its research and is currently testing versions of chips
that can transfer data at extremely high speeds, up to 10 times the speed of
current processors.
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Keep Up With Mobility
What’s Required To Support An Ongoing BYOD Initiative
For most companies, simply committing to BYOD (bring your own device)
is an exhausting process. That fact is,
though, it is just the beginning of the
journey. The really hard work entails
forming and enforcing policies concerning applications, data, network
access, etc., as well as determining
how to enact enforcement; terms to
know here include MDM (mobile device management), MAM (media asset
management), and EMM (expanded
memory manager). Then there are
decisions about which devices and
workers can participate; help desk
support; and budgeting for all related

Key
Points
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Successful ongoing support of a BYOD program
requires certain levels of
preparedness, attention,
and resources regarding
apps, enforcement, costs,
and many other issues.
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costs. As some early BYOD adopters
learn, failing to prepare for these issues
and other ongoing BYOD-related tasks
can mean disaster.
For example, Bob Egan, The Sepharim Group (www.sepharimgroup.com)
industry analyst, says one “dirty little
secret” about the bring-your-own movement and mobile enterprise industry in
general is there’s a need to create business process flows for troubleshooting
problems related to mobile devices,
which ultimately cost enterprises “a lot
of money.” These processes pertain both
to the device-related troubleshooting
that IT and employees perform and to

Because BYOD is still a
relatively new area, it’s
important IT staff be flexible enough to adjust to
new technology changes
that will likely occur in
the future.

the new resources, training, and skills
that will be required to troubleshoot
potentially multiple operating systems
and different integrations of mobile devices, he says. Most companies aren’t
prepared for such realities, Egan says.
Because they lack the right tools or right
training, companies can find BYODrelated costs are greater than realized.
Further, BYOD can distract businesses
from addressing other strategic initiatives. Partly to blame is how relatively
immature the mobile market still is,
Egan says, but also some companies assume that buying an MDM solution and
having a single management console

Accurately predicting
how BYOD decisions
will influence overall
budgets can be difficult,
but tools are available
that can help account
for BYOD factors.

Perhaps the best approach
regarding BYOD is viewing it
as a long-term initiative that
will continually evolve and
eventually have less to do with
devices and more with apps,
data, and employees.
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is “a job well done, and that’s almost
never the case.” Further, some companies assume increasingly tech-savvy
employees will troubleshoot many device problems and “the problem will
go away.” If employees are doing most
of their own troubleshooting, however,
“they’re not doing their job, so that’s a
cost, as well,” Egan says.
Knowing what levels of attention,
types of preparedness, and other requirements to expect in order to successfully support an ongoing BYOD
initiative can help avoid such scenarios.

GET REALISTIC
Among the numerous areas enterprises must address after committing
to BYOD is application usage. You’ll
need to consider whether to provide
employees with custom apps, implement an enterprise app store, or blacklist certain apps. Outside of apps,
enterprises must address which devices can participate now and in the
future, how to secure company data,
reimbursements the company might
make, and how to balance monitoring
and user privacy rights, among many
other issues.
“Transitioning to BYOD is a complicated process that ideally happens
gradually,” says Mike Battista, research
analyst with Info-Tech Research Group
(www.infotech.com). “Businesses should
expect to spend about a year fully
developing their BYOD plan[s]. It
may be rolled out to pilot groups
before that, then adjusted over time,
but fully deploying BYOD to the whole
company takes a lot of time to get right.”
After committing to BYOD, Rob
Bamforth, Quocirca (www.quocirca.com)
principal analyst, recommends first
deciding where and how to implement
it. “BYOD isn’t a single blanket approach for all employees, so the different options and approaches need
to be laid out and perhaps even consulted on with the workforce, as it
may have a major impact,” he says. If
implementing BYOD in a health care
environment, for example, will all
staff members be eligible to participate

“Businesses should expect to spend
about a year fully developing their BYOD
plan[s]. It may be rolled out to pilot
groups before that, then adjusted over
time, but fully deploying BYOD to the
whole company takes a lot of time to
get right.”
Mike Battista
research analyst, Info-Tech Research Group

from anywhere in the hospital? Likely
not, Bamforth says, but “a blanket ban
isn’t right either,” thus organizations
should establish terms and conditions
specific to different workers and perform a cost-benefit analysis for each
group. “Important point to remember
is that BYOD isn’t just about allowing
office workers to bring their iPads to
work,” he says.
Overall, says Rob Enderle, principal analyst with the Enderle Group
(www.enderlegroup.com), companies
should expect to adjust policies regarding management, security, approvals, and expense reimbursements
to ensure that a proper balance between business objectives, budget,
and employee satisfaction is reached.
Specifically, control over data, device
security, and participating devices
should be tied to industry security
and regulatory requirements, he says.
A process should exist to address
how to secure data if it’s stolen or an
employee leaves, is fired, or can no
longer do his job (due to death, for
example). Enterprises should also review device-approval procedures to
ensure executives making decisions
have the requisite authority to take on
related risks. Additionally, enterprises
should review, update, and communicate device expense reimbursement
policies and ensure the total budget
for BYOD so that “costs don’t overwhelm the benefits,” he says.
A mistake some companies make
regarding control and monitoring
is assuming that if they implement

a MAM, MDM, or EMM solution
it will do all the heavy lifting. As
Battista says, “MDM/MAM/EMM
are only pieces of a larger BYOD
rollout plan.” Companies must ensure the management technology not
only makes the transition to BYOD
smoother today “but is likely to improve over time and evolve alongside
mobile technology,” he says. “At least
today, mobility management isn’t a
magical solution to all BYOD problems. Sometimes it can even make it
worse.” Battista cites one company
“whose BYOD efforts ran into a wall”
because it “was already using MDM
on company-issued devices, but users
raised a stink when the same MDM
was put on personal devices.”
Bamforth says the reality of BYOD
is there’s an anticipated range of
devices an organization must accommodate and a range of levels of accommodation from “locked down” to
“allowed to do anything.” “Essentially
it looks like a maturity model from one
end of the spectrum to the other, and
different roles or groups of workers
will have requirements at different
stages along the spectrum,” he says.
For example, a company might identify five types of employees based on
a broad categorization of what their
roles entail (mostly work in office,
mostly around campus, mostly traveling, etc.). Three employee types may
be at one stage of the spectrum, while
the other two are at two different
points, meaning there are three approaches the company needs to take
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“BYOD isn’t a single blanket approach
for all employees, so the different options
and approaches need to be laid out and
perhaps even consulted on with the workforce, as it may have a major impact.”
Rob Bamforth
principal analyst, Quocirca

overall. “A bit of forward thinking
might identify further future needs,
but essentially the three approaches,
or policy groups, should be used to
determine what tools or solutions will
be required to automate and perhaps
enforce the policies,” he says.

THE GRUNT WORK
Definitively defining how much
attention a company should expect
to invest in supporting an ongoing
BYOD program isn’t easy because
there are so many factors at play. Also,
those factors can differ dramatically
among companies. “It can be a lot, depending on the specifics of the BYOD
plan,” Battista says. “When planning,
it helps to try making the level of attention required as low as possible.”
For example, limit the number of devices allowed to participate initially
so IT can adjust to a small number
“before worrying about every device
suddenly raining down on them,” he
says. Battista also recommends limiting support policies and automating
processes when possible. Mobility
management technology already in
place can help enable self-service or
complete automation of common enrollment and support tasks, he says.
Bamforth says the level of attention
required is roughly the same as what’s
required for corporate deployments
on the application and data-management side, but “perhaps less on the
support side—BYOD almost implies
SIOY (sort it out yourself).” Battista
says usually companies must shift existing roles around to accommodate
BYOD because it’s really an ongoing
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effort in which “everyday tasks will
change.” That said, typically the same
qualifications needed to manage
company-issued devices can apply to
BYOD, Battista says. Because BYOD is
still relatively new in its current form,
“even BYOD ‘experts’ are still figuring
out the best way to support it over
time,” Battista says. “I think it’s more
important to have flexible IT staff that
can adapt to new technological climates, especially in a BYOD effort that
will change quickly.”
Also tricky can be budgeting for all
BYOD-related costs, including stipends
and reimbursements. The biggest mistake to avoid is assuming BYOD will be
an “IT money-saver,” Bamforth says.
Cost may reduce in some areas (device
procurement, for example) but rise elsewhere (self-serve portals/app stores,
security, data-management tools, etc.).
Further, while some significant, hidden
benefits may occur (easier staff recruitment, better retention, higher motivation, etc.), “all too often organizations
fail to take a ‘big picture’ view of IT
investment, and some great initiatives
are judged by too narrow a lens as failures,” Bamforth says.
Battista says while predicting the
effect any one decision will have on a
budget or TCO (total cost of ownership) is difficult, tools are available
that can account for nearly every
factor. “For example, introducing stipends can make yearly hardware costs
a bit more predictable, but will paying
for devices affect expectations about
support? Will more staff be needed?
And will required apps also be paid
for?” he asks.

Training is another area to not
overlook. Though training needn’t
be completed, Battista says, getting
IT, help desk, and users up to speed
on new ways of doing things can take
time and resources. Some vendors
offer training programs for technologies BYOD introduces, but this may
cost extra.
Egan says the real mandate for 2014
and beyond concerning BYOD (and
corporate-owned device initiatives)
“is getting CIOs and executives to
think beyond the device.” Too many
companies have tried to use legacy IT
equipment-deployment approaches
for mobile devices with the general assumption that exacting the same command and control on mobile devices
as with laptops, PCs, etc. would work.
Largely, however, the mobile device
market is far less mature than the
desktop/laptop market, and mobile
OSes and hardware platforms more
diverse, Egan says. Further, the range
of applications involved is “completely overwhelming compared to
any analogy related to the desktop,”
he says. Thus, “trying to extend existing command and control authority
over mobile devices has almost always resulted in failure and very high
cost of ownership, especially on the
support side,” Egan says.

DOS & DON’TS
Arguably, the best advice regarding
BYOD is to consider it a long-term
initiative. “BYOD isn’t something to
be jumped into,” Battista says. “It’s
much easier to gradually introduce
more freedom and choice than it is to
suddenly let BYOD run wild then try
to go back and tame it.” Long-term,
he recommends businesses “transcend
the D” by realizing BYOD initiatives
should focus less on devices and
more on apps, data, and identities.
Though it’s wise to begin BYOD by
testing and rolling it out with specific
devices, he says, ultimately devising
device-agnostic policies and plans
that support what people do with
devices is advisable. ●
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Building Better
Mobile Apps

Nine Reasons Why You Should Build Apps In-House
There’s no question enterprise app
stores are growing in popularity. In fact,
Gartner (www.gartner.com) forecast in
2013 that 25% of enterprises will have
adopted an enterprise app store by 2017
to manage corporate-sanctioned apps
aimed at PCs and mobile devices. A primary benefit of doing so is the ability to
offer alternatives to consumer-oriented
apps and online services many employees use to access, share, and store
company-owned data. Another benefit
is the ability to target customized apps

Key
Points

It’s not uncommon for
third-party developers to sell what they
learn from developing one customer’s
application to other
customers.

at employees with specialized business
requirements. Although outsourcing
app development has some advantages,
building business apps in-house is a viable option with numerous advantages,
as you’ll see.

PROTECTION
Ian Finley, research vice president
with Gartner, says the primary benefit
his firm sees for developing applications
in-house is to keep intellectual property and competitive expertise intact.
Developing applications
in-house can enable
companies to add
new features, make
fixes, or react to organizational or market
changes quickly.

“Packaged software vendors and professional service firms can build any kind of
software often better, faster, and cheaper
than in-house teams,” Finley says.
“However, in-house teams are better
at keeping proprietary things proprietary.” Regardless of how an organization differentiates itself from competitors
(say, through offering better customer
service, lower prices, more innovative
products, etc.), he says, certain proprietary processes give the organization an
edge. “And today, there’s almost always

With in-house application development,
businesses can ensure
that the levels of
security deemed necessary are included in
an application.

Ongoing application
maintenance can often
be easier when inhouse development is
in place as opposed to
relying on a third-party
developer.
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proprietary business software behind
those processes,” Finley says.
Overall, software and service vendors make money by taking what
they learn from working with one
customer and selling it to others,
Finley says. “If you want to do a
process like everyone else in your
industry, buy the supporting software from a vendor,” he says. “If
you have a competitive edge, don’t
educate a vendor and allow it to carry it
to others.” Although vendors will sign
nondisclosure and intellectual property
agreements, these typically only prevent
“blatant copying,” Finley says. The best
approach to protecting the business’s
competitive edge is keeping unique
knowledge and code in-house. “The
challenge is most internal development
teams aren’t very good at supporting
or driving innovation. They tend to
lack skills in new technologies, like
mobile, social, and big data, which are
sometimes required to get to the next
level of business process innovation,”
Finley says.

RESPONSIVENESS
Another benefit of building applications in-house relates to the ability to
assign or reassign the internal development team to other tasks as priorities
change. This is particularly advantageous in areas of active competition,
such as a customer-facing e-commerce
website, Finley says. “The challenge
is most centralized application development groups are booked solid for
months or years on ‘strategic projects,’”
he says. “The project-approval process
typically favors long, complex projects
with big ROIs that can’t be interrupted
to take on urgent opportunities or challenges.” For this reason, it’s often important that business departments, such
as sales and manufacturing, have their
own development teams that take direction from a business unit leader vs.
central IT, he says.

RESEARCH & DEVELOPMENT
Increasingly, products and services
that enterprises offer require a mix of
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“Packaged software vendors and professional service firms can build any kind of
software often better, faster, and cheaper
than in-house teams. However, in-house
teams are better at keeping proprietary
things proprietary.”
Ian Finley
research vice president, Gartner

hardware; software; and “meatware,”
or people, Finley says. “New software
is enhancing existing products and
services-mobile check deposits, for example-and making new products and
services possible,” he says. Hiring outside firms to help build software is possible, but “they’ll have to work tightly
with your product and service people
for a very long time, and you’ll want
to keep them away from competitors,”
Finley says. “A great internal software
development team can be a crucial part
of research and development.” A possible challenge is that most IT organizations have little to nothing to do with
what goes into products and services, as
product and service engineering teams
usually have their own software development teams, Finley says.

SECURITY
Security is arguably the most cited
benefit for developing business applications in-house. Rob Enderle, Enderle
Group (www.enderlegroup.com) principal
analyst, says because there’s a chance
third-party developers will sell what
they learn about your application to
other customers, businesses can “better
assure this doesn’t happen” by developing applications in-house. How
well an enterprise implements security
measures, however, depends on how
good the in-house developers are, says
Richard Absalom, Ovum (ovum.com)
senior analyst. “If you know what security features you’re after, you have
more control over what gets built into
the application,” he says. “You can use
various SDKs [software development

kits], app wrapping, etc., to make sure
there’s no data leaving the app or only
being trusted with other apps.”

INTEGRATION
Developing applications in-house
can better ensure a product will integrate with other systems unique to the
company, Enderle says. A third-party
developer may have “far more trouble
locating these critical applications,” he
says. Enderle cautions IT can miss these
critical applications too but generally do
so less often.

FLEXIBILITY
Building applications in-house,
says Tim Shepherd, lead analyst with
Canalys (www.canalys.com), enables
agility in the sense they’re designed
and written to a company’s specific requirements. “They can be built to deliver features or facilitate processes in
the specific way a company wants,”
he says. “Moreover, new features can
be added or changes can be made to
react swiftly to market or organizational
changes as required.” Rob Bamforth,
Quocirca (www.quocirca.com) principal
analyst, says as business processes improve and employees become more
capable and push against boundaries,
tools must incrementally improve at the
same time, which can be very difficult
“if an external organization is developing the software.”
Similarly, Absalom cites the flexibility building applications internally
provides for creating the exact application the company knows will improve
various business processes. Further,
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Maintenance-wise, “if you build it, you
generally know how to maintain it, while
a vendor can fail or disperse the team that
built your product, and you have no real
ability to call them back.” However . . . “a
packaged, non-custom product is generally safer because the vendor will assure
support while you may not retain the
people yourself.”
Rob Enderle
principal analyst, Enderle Group

there’s an opportunity to do something
“very role- or team-specific” the company couldn’t necessarily get “off the
shelf” or take the time to have done externally. This is especially true in such
areas as mobile applications, he says,
where finding a very specific kind of
custom use to complement a role within
the company may be important—for
example, an app that enables insurance
agents to record all required information at a vehicle crash site and upload
it remotely, he says. “You see it in multiple different verticals really,” he says,
including sales and real estate where
workers have access to everything they
need through a custom-built app.

EFFICIENCY
Efficiency is another benefit of
building an app in-house, in terms of
tailoring applications that help streamline processes and that lack feature redundancy, says Shepherd. “This can
lead to an improved return on investment over, for instance, purchasing expensive licenses to a full CRM solution
for everyone in a company when people
in different functions only need access
to different elements and features—
preferably through a simple, dedicated
app interface—and some may not need
access at all,” he says.
Bamforth says software companies
tend to license their products in ways
that suit their timing for recompense,
such as per installation, per user, cloud/

as a service, and per month. This,
however, “isn’t necessarily where the
company using the software sees their
benefit,” he says. For example, all employees needing a certain tool once a
quarter or perhaps usage levels based
on company income or other business activity don’t fit well with such
licensing, he says. “If a company develops in-house, it can determine the
right means of working out the payback,” he says.

CONTROL
The ongoing control that developing
applications in-house provides means
ongoing maintenance, bug fixing, and
changes to apps are easier to direct and
quickly implement, Shepherd says.
“There’s no requirement for costly ongoing maintenance contracts and relationships, and priorities for alterations
and feature additions, etc., are fully set
by the company,” he says. “In-house
development also makes developers
more directly accountable for their work
and ensures they can be consulted on
project feasibility and practicality easily
without fear of ulterior motives, such
as looking to win more business.”
Maintenance-wise, Enderle says “if
you build it, you generally know how
to maintain it, while a vendor can fail
or disperse the team that built your
product, and you have no real ability to
call them back.” Enderle adds, however,
that “a packaged, non-custom product

is generally safer because the vendor
will assure support while you may not
retain the people yourself.”
Bamforth says control can also translate to “the precision that can be applied by developing in-house.” For
example, “the application directly fits
the business processes and requirements of those specifically involved,”
he says. “All too often internal processes
are ‘adapted’ to meet the limitations
of the tools available.” Enderle, meanwhile, says control can also relate to the
progress of the applications being developed. “Vendors can often represent
progress that isn’t there,” he says. “The
Affordable Health Care website was an
example where the vendor represented
[said] they were on schedule and on
target, and neither was true.”

HOLISTIC
Absalom suggests that viewing app
development as part of a holistic approach and not just in a mobility sense
can enable developing applications
with a broader vision—for example,
developing apps for all different screen
sizes and making applications available across PCs, tablets, and smartphones. “You can think from the
beginning in terms of the user experience on those different screens and develop apps specifically with the same
content but one with a PC interface
and one for tablets and smartphones,”
he says. This type of multiscreen user
expectation is something as common
among enterprise workers as consumer
users, Absalom says.

WHAT TO CONSIDER
Overall, Absalom suggests enterprises consider several variables when
making decisions about in-house application development. Key, he says, is
deciphering the expertise level of the inhouse team? “What languages can they
develop in? What platforms are they
used to? Can they develop for multiple OSes? Can they develop for everything your company is using?” he says.
“Being able to develop cross-platform
is important.” ●
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Analytics In Your Pocket
Mobile BI Lets Employees Do Their Jobs Better When On The Go
Traditional BI (business intelligence)
tools transform companies’ unstructured (and semi-structured) data into
usable information. It can, for instance,
identify inefficient business processes or
pinpoint the most desirable products for
customers. Mobile BI works as an extension of traditional BI in that the same
information can be available in real-time
on a smartphone or tablet. Many BI vendors now offer mobile BI solutions that
can fit the types of information your
employees need when they are on the
go. In many cases, the vendor can tailor
a tool for a specific use. For example, it
could be focused around a specific data
source, such as online files, communications, or organizational records.

THE NEED FOR MOBILE APPS
Smartphones and tablets are more
capable than ever before, and mobile
BI can be used to enhance the sales
and speed at which employees can do
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their jobs. But there are still big differences between the interface on a mobile device compared to a laptop. For
instance, on a laptop it’s easy to type a
long string of characters or scan through
a long document because you have a
full-sized keyboard and a large display.
On a mobile device those actions may
not be as easy. “Custom mobile apps
provide a streamlined information experience via mobile,” says Daniel Ko,
senior consulting analyst at Info-Tech
Research Group (www.infotech.com). “I’ve
seen custom mobile apps built for field
sales in which they access BI information
via that mobile app, analyze the data,
or even review the BI content collaboratively with their [clients] on the spot just
like a PowerPoint presentation.”
Of course, the big bonus with smartphones or tablets is that they are easy
to carry. That’s not always the case with
laptops. Jeff Cotrupe, Frost & Sullivan
(www.frost.com) big data and analytics

industry director, says, “With a critical
mass of users on mobile devices, mobile is becoming the norm, and ‘leaving
BI back at corporate’ is unacceptable. If
big data-analytics-BI is to exist, it must
exist on mobile.” By providing key data
to employees via mobile devices, you
know that they’ll have the information
they need to do their job better wherever
they go.

MOBILE BI INFORMATION
When compared with traditional BI
solutions, mobile BI has one huge advantage—geolocation data created by
devices. Mobile BI solutions can use
geocache data for location-based service options. And real-time analytics,
combined with location-based data,
could have any number of applications.
“Location-specific information can be
pushed to mobile BI according to the
location. If a salesperson is visiting a
client in California, she may want to
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see information on the west region, on
California, and on that client,” says Ko.
Mobile BI might even take into account mobile devices not owned by the
company. For instance, retail businesses
can use RWA (Retail/Wi-Fi Analytics)
to learn how many customers enter a
store (assuming they have a device with
Wi-Fi enabled), how long they stay, and
which areas of the store they spend the
most time in. Frost & Sullivan’s “The
Human Bounce Rate” report says,
“Technologies and solutions being applied to RWA can be used to provide
insights about movement and behaviors at any location, providing detailed
perspectives into behavior patterns of
people moving and interacting within
any venue or open space.”
Of course, having real-time data
delivered to your mobile device has
plenty of value. Cotrupe says, “You
might be able to see up-to-the-minute
customer behavioral data, sentiment,
and context driven by all data sources
to help sales, marketing, customer support, the call center, and any team that
‘touches’ the prospect or customer.”
Other common mobile BI options
include tools for data discovery, onsite inventory for warehousing, enterprise search capabilities, and data
management tools for IT infrastructure. “Whatever type of analytics you
might ask about, they ultimately must
be brought into the Big Data core to
be managed and accessed with data
from all sources. That does not always
happen today, which is why it’s good
to know where the areas of focus are,”
says Cotrupe.

USE CASES
The primary goal of mobile BI is
to provide employees in all areas of
the company with information that
helps them to do their jobs better. Of
course, there are some uses that are
more common than others. As Cotrupe
points out, “Call center solutions can
source all of the data available, plus
employ in-call voice sentiment analysis, to guide customer service representatives quickly toward optimal

With mobile BI, your smartphone or tablet could display dashboards with information
relevant to critical tasks.

‘save’ offers and other remedies.” If
you have workers who show off work
for clients, mobile BI can be an easy
way for sellers to demonstrate realtime analytics to clients. “Professionals
such as real estate agents, investment
brokers, and outpatient workers can
pop up clients’ information on mobile
devices and discuss with the clients.
It helps to engage the clients and improve the efficiency and quality of service,” says Ko.
One of the most promising uses for
mobile BI are production and inventory tools. Using these, managers can
gain a real-time view of operational
elements for things such as current
inventory levels, deliveries, machine
downtime, materials, and overall
stock availability when they’re out in
the field or the warehouse. Ko says,
“Think of an operation manager who
tours around a plant, an airport, or a
facility a lot. Mobile BI helps the operation manager by providing real-time
information on the spot. She can address floor issues more effectively.” As
mentioned previously, retail analytics
are handy on a mobile device, as well.
Some other key uses of mobile retail
analytics are real-time promotions,
loyalty information, and store performance for better customer service.

MOBILE BI SPEED
With a mobile device, you’ll be able
to receive updates in real-time. But
how quick is real-time? “The information upon which the big data system
is able to provide analytical insights
could be entered into the database as
little as 60 seconds ago,” Cotrupe says.
In the future, advances in mobile technology may allow for deeper insights.
“Currently,” Ko says, “mobile BI is just
a presentation layer, but in two to five
years, mobile BI will combine collaboration, workflow management, and
write-back capability so that information can be disseminated and actioned.”
It could be like using the speech recognition capabilities on your mobile
phone for Web searches, but instead of
the Web, you’re asking the mobile BI to
provide relevant information.

ACTIONABLE DATA
Mobile devices make it much easier
to provide the right information at
the right time, because you know
the worker will have the device with
them. When working with BI vendors,
talk with them about the mobile capabilities they’ll be able to deliver to
your workforce. It could be a critical
tool for helping employees to do their
jobs better. ●
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Remote Connections,
Done Right
What A VPN Can Do For You
Your organization’s internal network, or intranet, exists to provide
authorized employees with access to
the raw data, sensitive and otherwise,
that they need to perform their jobs.
Hopefully, by necessity, this network
is sandboxed and hidden behind
layers of security, including firewalls,
encryption, and limited access control. The problem organizations large
and small alike encounter with this
basic structure is that sometimes, perhaps many times, not all authorized
employees are located behind the
physical walls of the establishment,
yet they still need access to this data
to perform their functions. Workers
at satellite offices and branches also
need a simple yet secure way to access the data stored on servers at
headquarters, and vice versa. For
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these situations, organizations can
create a secure link that lets these
remote workers access private data
from over the Internet, without perpetrating the networking equivalent of
hiding a key under the Welcome mat.
Setting up a VPN (virtual private
network) affords a variety of advantages, and depending on your organization’s needs, the process may be
easier than you think. In the pages that
follow, we’ll explain what a VPN is,
list a few of the upsides, and detail the
options for setting up a VPN on your
own or with the help of a third party.

NOTHING VIRTUAL
ABOUT THE BENEFITS
In its simplest form, a VPN is a private network a user can access from
the Internet. As such, securing those

transactions is a VPN’s primary occupation. The key to a successful VPN
in all instances is maintaining the integrity of the network; if you violate
the intranet’s isolation or disregard
existing access management policies,
even temporarily, then you’re setting
yourself up for a major security breach.
Although no network can be 100%
secure, a good VPN is one that encrypts
all incoming and outgoing data so that
anything that gets intercepted is unreadable. Implementing a limited time
frame during which users can access a
VPN, for instance between 8 a.m. and
5 p.m. in a given time zone, is another
way to bolster a VPN’s security.
Another facet of a solid VPN is ease
of use. Connecting to the network
needs to be easy enough that nontechnical employees can do it without
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needing a technician to walk them
through the process. It’s also important that the VPN connection remain
intact for as long as is necessary, however, a built-in timeout period is essential to prevent unauthorized users
from gaining access.
Organizations should also make
sure there are enough networking
resources dedicated to the VPN to
allow multiple simultaneous outside
connections at a time. And choosing
a type of VPN that can scale to your
evolving needs can save you time
and money in the long run.
VPNs are also prized for their
flexibility. Workers who have the
freedom to accomplish tasks while
away from their desks can be more
productive than those who can’t. For
employees who would otherwise
need to endure a long commute or
relocate to accept a position, they
can use a VPN and work from home,
saving travel and moving costs for
both the company and the employee.

TUNNEL VISION
A VPN can be set up to use encrypted dedicated point-to-point
connections or a site-to-site protocol.
When one of these methods is in
place, the remote user can initiate
the secure connection and access the
intranet right from a browser on a
variety of devices, including PCs,
laptops, tablets, and smartphones.
Larger organizations that also
have branch offices can benefit from
setting up a site-to-site type of VPN,
which is commonly used to establish
a link between the intranet and predefined locations.
The remote-access VPN variety,
on the other hand, lets a user tap
into files and folders stored on the
company’s servers using an Internetconnected computer (or other device)
located anywhere—whether it be at
home or in a hotel room on the other
side of the planet—as if he were on
a local machine. This type of setup
is ideal for workers who travel frequently, work from home, or who

Microsoft Windows is setup to let you connect via VPN (virtual private network).

occasionally need to access files from
an offsite location.
This type of system starts with a
network access server, media gateway, or remote-access server (this can
also simply be a computer) located
within the organization’s main office.
This device can run the software that
performs the user authorization, or it
can rely on a standalone authentication server running on the network.
The end-user portion of a VPN consists of simple VPN client software,
which lets the user input his credentials to initiate the link, maintain the
communication, and ensure transmitted data is encrypted.
Much of the commonly available VPN software relies on static
IP addresses, which lets the client
and server know exactly where on
the Web each is located. For organizations that have static IP addresses
(a common business-class service
ISPs offer), this isn’t a problem, but
you may need to pay an additional
monthly fee to add this feature to
your Internet service if it is not already supported. You can also turn to
third-party software that is capable of

essentially turning your dynamic IPs
into static ones.
There are also a variety of third-party
ESP (enterprise service providers) that
offer VPN services capable of taking the
fuss out of setting up a remote-access
VPN on the server and the client side.
If you’re running a Windows Server
OS, then you can build your VPN from
scratch: select a VPN protocol (Point-toPoint Protocol or L2TP/IPSec), choose
an authentication protocol (MS-CHAP,
MS-CHAP v2, EAP-TLS), determine
your encryption needs, institute a certificate/client authentication system,
and optionally set up Network Access
Quarantine Control and remote access
account lockout procedures.

LET YOUR DATA
TRAVEL SAFELY
As your organization grows and
evolves, chances are good that workers
will increasingly need to be away from
their desks to get work done. Setting
up a VPN solves the security problems that would otherwise hinder that
growth and development. Given the
available options, there’s bound to be
one that suits your needs. ●
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Smartphone Tips
Stay Connected

WINDOWS PHONE
SET UP GLOBAL
ROAMING
➤ If your Windows Phone
smartphone and wireless carrier support it, you
can start setting up global
roaming by accessing
Settings and tapping System
and then Cellular. For the
Data Connection option, tap
to turn service on; for Data
Roaming Options, tap to enable mobile data roaming
and choose the type of service; and for Voice Roaming
Options, tap to enable and
choose the type of service.
The Activate Network option
displays which network your
smartphone is connected to.
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FIND NEARBY WI-FI HOTSPOTS
➤ Windows Phone makes it incredibly easy to connect to open Wi-Fi hotspots (which
is why you should be careful which hotspots you connect to, lest you choose one
that’s set up by a crook aiming to steal logins, passwords, and other data). As long
as your device’s Wi-Fi is turned on (tap Settings, Wi-Fi, and Wi-Fi Networking to
make sure) and set up correctly (tap Settings, Wi-Fi, and Advanced; then turn on
Automatically Connect To Wi-Fi Hotspots), available Wi-Fi networks will automatically be indicated on-screen; if prompted, simply tap and follow the prompts to connect. You can also perform a broader search for nearby hotspots by tapping Settings,
Wi-Fi, and Find Nearby Wi-Fi.

LET THE LOCAL SCOUT FIND PLACES FOR YOU
If you’re looking for someplace to eat or something to do nearby, press the Search
button on your Windows Phone device and tap the Scout (three buildings) icon, and
then flick left or right to view choices under Eat + Drink, See + Do, Shop, and For
You. For personalized results, choose the For You category. By default, the results are
sorted by distance, so whatever is closest to you is at the top of the list; tap Sorted By
Distance to choose a different sort order or to filter the results. Tap any item to find
out more. To find places in a location you are heading to, find the location using the
Maps app before launching the Local Scout.
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ANDROID

Turn your phone
into a Wi-Fi hotspot

USE WPS TO ACCESS A SECURED NETWORK
➤ You can use WPS (Wi-Fi Protected Setup) on your Android smartphone
to connect with a secured network as long as you the network’s access point
features a WFS button. Start by accessing Settings on your phone and tapping Wireless & Network and then Wi-Fi Settings. Select the WPS Button
Connection option and then press the WPS button on the access point. If you
prefer, you can use the WPS PIN option (not WPS Button) on the phone and
then enter the required PIN on the access point.

DIY WI-FI HOTSPOT

MANAGE VPN NETWORK ACCESS

➤ You can turn your phone into a
Wi-Fi hotspot, which lets you connect other devices, such as tablets
and notebooks, to your cellular
network. To do this on a Android
smartphone:

➤ VPN networks are great for allowing mobile users to access internal company resources safely and securely and Android makes it easy to set up and
manage VPN access. Go to Settings, Wireless &
Networks, More, and VPN. This will be the main
menu for managing your VPN network access.
You can add a VPN network from here; connect
to or disconnect from a VPN network, as well as
check the status of the connection; edit the VPN
if your IT department updates or changes the
network information; and delete a VPN if you
no longer need access to it. Keep in mind that it’s
a good idea to have an IT administrator help you
set up the VPN initially to make sure it is secure
and working correctly.

• Press the Menu button from the
Home screen
• Tap Settings, Wireless &
Networks, More, and Tethering
& Portable Hotspot
• Tap Configure Wi-Fi Hotspot to
enable the feature
• Configure the SSID, security settings, and more
• Return to the Tethering &
Portable Hotspot menu
• Tap Portable Wi-Fi Hotspot to
enable it
Once set up, you can use your
other device and connect to the
network as you would when connecting to a public or private
hotspot. Most wireless carriers
charge an additional fee for tethering; if your cellular contract
doesn’t support tethering, you’ll
probably just hit a splash screen
that tells you how to add tethering
to your account.

USE BLUETOOTH TO SHARE DATA
To share data (such as a file, a photo, or an
electronic business card) between your Android Use your Android smartphone’s
smartphone and another phone with Bluetooth VPN settings to connect with
capability, first you must turn on Bluetooth, your company’s network.
make sure your device is visible via Bluetooth,
and pair the two devices.
On your Android phone, access Settings, select Wireless & Network, tap
Bluetooth settings, and ensure that Bluetooth is turned on. Tap Visible as
well to make sure that your smartphone is visible; keep in mind that visibility only lasts for two minutes. Tap the Scan Devices option to scan for and
pair with nearby Bluetooth devices; select the phone you want to share data
with, enter a PIN if the other device requires it, and wait for pairing to finish.
To send data, find the item you want to send and then tap the Menu icon,
Share, Send Via, and Bluetooth. Find the paired device you want to share
with and select it.
As long as your Android smartphone is visible and paired with the other
device, you can also receive data. This also may require entering a PIN before confirming the transfer.
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BLACKBERRY
KNOW YOUR WIRELESS
CONNECTION OPTIONS
➤ BlackBerry 10 displays one or
more cellular data connection icons
depending on the type of service
your BlackBerry is connected to at
the time. In addition to the familiar
“bars” and Wi-Fi indicator, there are
numerous cellular icons, including:
• 1X - 1XRTT data (slow)
• 1x - limited 1XRTT (slow)
• 2G - 2nd generation cellular (slow)
• 2g - limited 2G (slow)
• 3G - 3rd generation cellular
(medium)
• 3g - limited 3G (medium)
• 4G - 4th generation cellular (fast)
• 4g - limited 4G (fast)
• 4GLTE - 4G LTE (Long Term
Evolution) (fast)
• E - EDGE (Enhanced Data Rates
for GSM Evolution) cellular data
(medium)
• e - limited EDGE (medium)
• G - GPRS (General Packet Radio
Service) cellular data
(medium-slow)
• g - limited GPRS (medium-slow)
• H - HSDPA/HSUPA (High-Speed
Downlink/Uplink Packet Access)
cellular data (medium-fast)
• h - limited HSDPA/HSUPA
(medium-fast)
• H+ - HSDPA+ cellular data (fast)
• h+ - limited HSDPA+ (fast)
• X - no mobile network coverage

Know your
wireless service
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USE THE BLACKBERRY HUB
➤ Among the most useful features
introduced with BlackBerry OS 10 is
the BlackBerry Hub. The BlackBerry
Hub essentially consolidates all of
your messaging and notifications
in one place so that you’re always
alerted to incoming messages from
all of your services. Rather than
having to exit Email, for example,
to launch a social media app and
check to see if there are any new
messages there, you can view all incoming messages in the BlackBerry
Hub. And whether you are using the
BlackBerry Hub or a non-messaging
app, your BlackBerry will notify you
whenever there is a new message
or device notification. To add an account to the BlackBerry Hub, access
Settings, select Accounts, tap the
Add Account icon, select the account
type, enter the required information
BlackBerry OS 10 includes the BlackBerry
(typically username and password),
Hub, which puts all of your messaging
tap next, review the settings and prefservices in one place.
erences and make adjustments if necessary, and tap Done. In addition to
accessing standard email and BlackBerry Messenger, you can use the BlackBerry
Hub to access your LinkedIn, Facebook, and Twitter accounts. Whenever you
change an account password, access Settings, select Accounts, tap the affected
account name, make the necessary changes, and tap Save.

SEND A FILE WITH NFC
➤ If you’d prefer to send a file directly to another nearby device rather than
sending it over the Internet via cellular data or Wi-Fi, you can use NFC (near
field communications), a very short-range wireless technology, provided that
both devices have NFC capabilities. On your BlackBerry, tap Settings, Network
Connections, and look for NFC. If you see NFC listed, your BlackBerry has it.
Tap NFC and then make sure the NFC Connectivity switch is in the “on” position. As long as NFC is turned on in the other device as well, you’re ready to
share a file. Open the file you would like to send, or locate multiple files and tap
to highlight all of the ones you want to send, and then tap the Share icon and
NFC. Place your BlackBerry back-to-back with the other device. The file(s) may
be sent automatically at this point, or you may be prompted to tap Send.

MOBILE OFFICE

BUSINESS ON THE ROAD

iOS
ACCESS YOUR
COMPANY’S INTRANET
➤ If your company’s network
administrators have configured
the iOS VPN (virtual private network) features to work on your
iPhone, you may be able to access
your company’s intranet page via
the Safari mobile browser. Open
Settings and tap the switch to
turn on VPN, and then wait for
the private network connection to
be established. You can tell you
are connected to the VPN when
the small VPN icon appears at the
top of the screen. Once connected,
open the Safari app, type the intranet URL into the address bar,
and tap Go.

TURN YOUR IPHONE INTO
A PERSONAL HOTSPOT
➤ The process for transforming
your iPhone into a personal
hotspot for sharing Internet access
is an easy one, but bear in mind
that the connection will be slow
and your iPhone’s battery will
drain quickly, so only use it when
absolutely necessary. If you have a
good cellular connection (not WiFi), access Settings, tap Cellular,
tap Set Up Personal Hotspot, and
follow the instructions. You can
then share with a PC or other devices via Wi-Fi, Bluetooth, or USB.

Connect with your
company’s intranet

Turning off cellular data
(among other things) can
save battery life in a pinch.

CUT SIGNALS TO SAVE BATTERY LIFE
➤ Whether you’re using your iPhone or not, the Wi-Fi radio continually
scans and therefore slowly drains your battery. To turn off Wi-Fi, tap
Settings, tap Wi-Fi, and slide the switch to the Off position. Turning off
cellular data is another great way to conserve battery life. To do this, tap
Settings, tap Cellular, and set Cellular Data to the Off position.
Although disabling Wi-Fi and cellular data does a lot for your battery life, it can be murder on your mobile productivity and social life.
If you’re looking for a better way to reclaim lost processing cycles, consider disabling push notifications. To do this, tap Settings, Notification
Center, and scroll through the list of applications that support notifications to enable or disable Sounds, Alerts, and Badges. To turn off notifications for individual apps, tap the app and slide the toggle switches for
Show In Notification Center and Show On Lock Screen to the off position, and then tap Back.
If you want to turn off notifications entirely, you can do so by using the
Do Not Disturb feature. Tap Settings, tap Do Not Disturb, and slide the
Manual switch to the Off position or set up a schedule for making Do Not
Disturb active. Using this feature turns off alerts and calls as well. When
Do Not Disturb is in use, a moon icon displays in the status bar.
If you want to kill every wireless signal your iPhone emits, you could
be looking at a substantial battery-saving step, and it’s easy to do: just
enable Airplane Mode. To do this, tap Settings, and then slide the switch
adjacent to Airplane Mode to the On position.
Other battery-conservation tips include disabling Bluetooth (tap
Settings, tap Bluetooth, and slide Bluetooth to the Off position) and
turning off location services (tap Settings, Privacy, and Location Services;
slide Location Services to the Off position).
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D I G I TA L
The Latest Premium Electronics

AESTHETICS MEETS PERFORMANCE

➤ The ASUS Zenbook UX301 (starts at about $1,530; www.asus.com) is that
seemingly rare Ultrabook that hits the sweet spot between aesthetics and
performance. The exterior of the svelte (15.5mm thick) Windows 8-based
UX301 sports a scratch-resistant Corning Gorilla Glass 3 finish layered over
a fetching, circular-appearing “metallic spun metal” design that is available
in Moonstone White or Sapphire Blue. Under the UX301’s lid is a 13.3-inch
10-point multitouch display with 2,560 x 1,440 resolution and your choice
of Intel Iris or Intel HD graphics. The UX301 includes an Intel Core i5 or
i7 processor and up to 512GB of SSD (solid-state drive, or flash) storage.
Also on tap is SonicMaster technology, a pair of Ban & Olufsen ICEpower
speakers, a backlit keyboard, integrated 802.11g/n/ac connectivity, two
USB 3.0 ports, a micro HDMI port, and Super Hybrid II technology that
boosts battery life and standby time.
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PORTABLE POWER ANYWHERE, ANYTIME

➤ What kind of portable devices do you travel with? Don’t worry,
whatever they are, if they’re capable of receiving power via a USB cable,
you can give them a charge on the go with the PNY PowerPack 7800
Dual-Port ($39.99; www.pny.com). The PowerPack 7800 includes two USB
ports—one 2.4-amp and one 1-amp—that can accommodate two devices
at once. You can, for example, use the lower-amperage port to charge a
smartphone and the higher-amperage port to charge a tablet simultaneously. Depending on the device, the aluminum-finish PowerPack 7800
provides up to three charges before it needs to receive its own charge.
And, unlike other portable chargers, the PowerPack 7800 includes a
digital indicator that tells you the exact battery power percentage.

MULTITALENTED, ULTRA-SMALL PROJECTOR

➤ At just 1.93 x 4.24 x 4.5 inches (HxWxD), Gigabyte’s BRIX Projector
GB-BXPi3-4010 ($599.99; www.gigabyte.us) is not only small, but Gigabyte
says it’s also “one of the most versatile PC devices” on the market. This
is true because the device is essentially a “barebones” PC, which makes
it a little more complex than the typical projector (you have to supply an
mSATA drive and memory, so there is a DIY factor), but it’s worth the
effort (its built-in storage can hold countless presentations, and its 864 x
480 resolution and 75 lumens brightness provide bright, clear imagery).
The BRIX Projector can also project images from an attached laptop or
tablet. It includes an Intel Core i3 processor, integrated speakers with
Dolby audio, multiple ports (USB 3.0, mini DisplayPort, Ethernet) and
wireless connectivity via 802.11n Wi-Fi and Bluetooth.
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Future Vehicles
A Safer Driving Experience Is Near
The U.S. Department of Transportation is hoping to use connected vehicle technology to
save lives and significantly increase vehicle safety. The DOT’s
National Highway Traffic Safety
Administration estimates that
up to 80% of crashes that involve
non-impaired drivers could be
prevented with the help of V2V
(vehicle-to-vehicle) technology.
V2V enables vehicles to wirelessly
exchange basic messages with
nearby vehicles, such as speed and
location, to help avoid collisions
and deliver warnings to drivers.

Key
Points
60

V2V (vehicle-to-vehicle)
communications can help
drivers avoid accidents by
enabling their vehicles to
exchange data, such as
speed and location, with
nearby vehicles.
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V2V communications is also key in
the development of autonomous
vehicles. This article looks at the
latest happenings with V2V and the
world of connected vehicles.

V2V SAFETY APPLICATIONS
The DOT’s automotive wireless messaging standard is called
DSRC (Dedicated Short Range
Communication). DSRC works in
combination with a vehicle’s onboard safety system to alert drivers
to potentially dangerous scenarios.
For instance, let’s say you’re in
bumper-to-bumper traffic and the

Data gathered with the
implementation of V2V
and V2I (vehicle-toinfrastructure) technologies can be used by
cities to alleviate traffic
congestion.

driver of a vehicle several cars in
front of you slams on the brakes.
The sudden stop could easily cause
a chain of vehicles to rear-end each
other because the trouble is occurring beyond the driver’s line of sight.
Now, imagine that each vehicle behind the unexpectedly braking car is
alerted, possibly with both an audio
warning over the speakers and a visual warning on the dash, to the impending crash. A few extra seconds
may be all the vehicles need to avoid
a domino-effect accident.
Of course, a little extra warning
time can be useful in a variety of

A fight over the
5.9GHz spectrum
could impact how well
vehicle communications work, as well as
when they might be
required on vehicles.

Partial self-driving features
can now be found in certain
high-end vehicles. The inclusion of such features marks a
first step in a broader move
toward standardizing the
autonomous vehicle.
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V2I (vehicle-to-infrastructure) connectivity
allows cars to “talk” with stop lights, toll
booths, school and work zones, and more.

other driving situations, such as preventing crashes at intersections or
when cars are changing lanes. V2V
could alert you and other drivers
to merging vehicles with a collision
trajectory, or trucks or cars moving
into a possible blind spot. V2V could
also keep you safe by activating vehicle stabilization (either in your
vehicle or a fellow driver’s) in response to poor weather conditions.
Other safety alerts that have been
considered include a “do not pass
warning” (to avoid head-on collisions on two-lane roads), a “control
loss warning,” and an “emergency
brake light warning.”
DSRC may also be used with V2I
(vehicle-to-infrastructure) communications, which enable the
transmission of messages between
vehicles and things such as traffic
signals, toll booths, school zones,
and work zones. Alerts for hazardous road conditions could inform drivers in advance when they
are heading into a dangerous curve
or onto an icy stretch of highway,
among other dangers. Drivers could
also receive advanced warning
when people are on the roadside
so they’ll be prompted to keep an
eye out for construction and road
workers. You may even be able to
see when upcoming traffic lights
are about to change, so you won’t
needlessly accelerate while heading
toward a light.
Currently, the U.S. DOT plans
on implementing the technology

in small vehicles. Forms of public
transportation, including buses and
trains, may come into play later
down the road. With V2V on public
transportation, travelers could see
real-time locations and estimated
arrival times at stops. This could
make public transportation a more
reliable, appealing option for all
travelers, as it provides a better idea
of when a bus or train will arrive,
as well as how long it’s expected to
take to reach its destination.

TRAFFIC REDUCTION
With a group of vehicles connected to local infrastructure and
each other, smart car systems (with
access to the data) could provide
drivers with incredibly accurate
real-time traffic analysis to find the
fastest routes and avoid traffic congestion. In-car systems might also
be able to show routes that optimize
fuel efficiency, such as by replacing
stop-and-go routes with open-road
alternatives, so drivers waste less
gas. Transportation agencies could
also analyze the traffic data to maximize efficiency when designing and
building roads. For example, road
designers could more easily discover areas where a wider stretch
of road would be ideally located to
allow for more capacity and avoid
traffic congestion.
In some situations, serious traffic
congestion may make public transportation a more efficient way to
travel from point A to point B.
V2V and V2I data could tell you
whether or not driving would be
the most efficient option. With
enough data, the U.S. DOT could
even change the timing of lights to
better optimize traffic flow in multiple directions, because vehicles
could also “talk” with traffic signals and other infrastructure.

VEHICLE TESTING
The North Campus at the
University of Michigan will
soon be hosting a Mobile
Transformation Facility that will
act as a simulated city center with
a four-lane highway. The Mobile
Transformation Facility will let
researchers test out how well automated and network vehicles respond to dangerous traffic events
and road conditions. The 32 acres
will offer merge lanes, stoplights,
intersections, roundabouts, road
signs, a railroad crossing and
building facades.

deployment” involves almost 3,000
vehicles in a real life road test. In
a press release, NHTSA acting administrator David Friedman, said,
“Decades from now, it’s likely we’ll
look back at this time period as
one in which the historical arc of
transportation safety considerably
changed for the better, similar to the
introduction of standards for seat
belts, air bags, and electronic stability control technology.”
The NHTSA is working on final
analysis of the Safety Pilot testing
and plans on publishing a full research report in the near future. Just
some of the expected findings include data on technical feasibility,
preliminary estimates of cost, probable safety benefits, and likely
privacy and security aspects. It’s
believed that the results will weigh
heavily into whether or not the
NHTSA will require V2V devices
in all future vehicles. The NHTSA
is also likely to recommend how to
ensure that V2V will be interoperable across all vehicles.

V2V TESTING

SPECTRUM REGISTRATION
ISSUES

The DOT began testing V2V and
V2I in August 2012 in Ann Arbor,
Mich. The Safety Pilot “model

The Federal Communications
Commission has allocated a portion
of the 5.9GHz band for the DOT to
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Google’s Self-Driving Car Project has
produced a prototype with no steering
wheel, brake pedal, or accelerator. Input a
destination and the vehicle takes you there.
use with V2V communications. But
recently, two senators have been
looking to open the 5.9GHz for
public users, such as Wi-Fi access.
The Senate bill has support from a
number of technology groups, including the Consumer Electronics
Association, that would like to unlicense the 5.9GHz spectrum.
That being said, it’s not out of
the range of possibility that both
groups could share the 5.9GHz
band. The Alliance of Automobile
Manufacturers does not object to
sharing the spectrum space, as long
as there is no harmful interference
to the DSRC. In a recent press release, the Alliance Of Automobile
Manufacturers states, “The Alliance
is currently reviewing the legislation and is committed to working
with Senators Rubio and Booker to
resolve any outstanding concerns.”
The Intelligent Transportation
Society of America, a group that’s
dedicated to improving surface
transportation, is also willing to explore whether it’s possible to develop a technical solution whereby
Wi-Fi devices and DRSC messages
could work without interference.
The biggest caveat here is that spectrum sharing could slow down or
disrupt V2V communications. In
testimony before the House Science,
Space, and Technology Committee,
Gregory D. Winfree, U.S. DOT assistant secretary for research and
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technology, says “At this time, the
department is unaware of any existing or proposed technical solution which guarantees interference
free operation of the DSRC safety
critical applications while allowing
Wi-Fi enabled devices to share the
5.9GHz spectrum.” It sounds as if
only significant testing will show if
the 5.9GHz can be shared between
V2V and consumer devices.

AUTONOMOUS VEHICLES
Recently, there has been promising advancement with self-driving
cars. For example, Google unveiled a
prototype in May that navigates the
road with no help from the driver,
as the vehicle has no steering wheel,
brake pedal, or accelerator pedal.
Google’s Self-Driving Car Project
involves a small pod-shaped car
with a spinning scanner on the roof
that’s used for navigation. Basically,
the car is programmed to take you
where you need to go at the push of
a button. The scanner functions as
the vehicle’s eyes, and inside there
are buttons to start and stop the vehicle, as well as a screen that shows
the route. There’s space for two passengers, and Google limits this prototype iteration to speeds of 25mph.
Google plans to build approximately
100 of the prototypes and hopes to
start a pilot program in a few years.
If you’re looking for self-driving
autonomy in current vehicle fleets,
there are several driver assistance
tools available. For example, some
Audi vehicles come with ACC
(adaptive cruise control) with Stop
& Go, which is a technology that
automatically speeds up or slows
down the vehicle to maintain a safe
distance behind the car in front of
you. The Stop & Go function lets
the vehicle slow down to a stop
and will automatically follow the
vehicle ahead. The autonomous
functionality is powered by two
rear-mounted radar sensors that can
detect objects up to 820 feet in front
of the vehicle.

Some Mercedes-Benz vehicles come with
Distronic Plus technology that can sense
cars ahead of you.

Mercedes Benz also offers a partially automated driving experience
on its E-class and S-class models
with Mercedes-Benz Intelligent
Drive. The system combines the
auto maker’s Distronic Plus radar
sensor scanning with Steering
Assist and Stop & Go Pilot technologies. Distronic Plus comes with
a Pre-Safe Brake feature that automatically applies up to 40% braking
power and alerts the driver if a
collision is imminent. Other safety
features include Active Blind Spot
Assist and Active Lane Keeping
Assist. The latter takes advantage
of a special camera to watch lane
markings. If the system senses that
you’re drifting out of the lane, the
steering wheel vibrates to remind
you to keep an eye on the road.

THE FUTURE
V2V and V2I communications
are still in their infancy, as is selfdriving technology. There are a
number of steps that must occur
before the technologies are implemented full scale. First off, the
NHTSA must issue a ruling about
whether or not connected technology will be required on all future vehicles, and next, the U.S.
government must decide if the
5.9GHz spectrum remains a viable
option. With a strong V2V and V2I
setup in place, autonomous vehicles
will be in a good position for quick
development. ●
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Solve Laptop-Projector

SETUP PROBLEMS
You’re ready to give your presentation, but until that first slide appears
on the big screen, you can never be
sure that your equipment has got
your back. We can’t tell you not to
worry, but these handy tips should
help bail you out if your presentation
goes south.

➤ HARDWARE & CABLE
CONNECTIONS
It can be difficult to track down the
source of problems that occur when
connecting a notebook and projector.
Following are some things to watch for.
Video. Turn off all equipment and
connect your notebook’s video out port
to the projector. The usual connection
choices for a notebook are VGA (Video
Graphics Array), DVI (Digital Visual Interface), HDMI (HD Multimedia Interface), and DisplayPort. Many projectors
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have VGA and one or more digital connections. If possible, use a digital connection for high quality.
Sound. Some HDMI and DisplayPort digital video connections can carry
audio through the same port, but both
notebook and projector must support
audio over the digital video connection.
Traditionally, audio is connected using
the notebook’s audio out jacks and the
projector’s audio in ports; both of these
are often RCA or 3.5mm. If you’re not
using the projector’s built-in speakers,
make sure you connect your notebook’s
audio out to the sound system you

intend to use and turn the volume down
on the projector’s speakers.
Mouse. If you are using a mouse, or
a remote mouse controller, make sure
the controller/mouse is connected, usually through the notebook’s USB port. If
you are using a wireless device, make
sure the notebook has the appropriate
wireless connection enabled. This is
typically Bluetooth or a USB port wireless dongle.

➤ NETWORK CONNECTION
Many venues supply network projectors, which are made available as a

If you are using a wireless device, make sure
the notebook has the appropriate wireless
connection enabled.

BUSINESS TRAVEL 911
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TOP 10 NOTEBOOK-PROJECTOR

1

Turn off all equipment
before connecting the notebook to the projector.

2

If possible, use a digital
connection to ensure a
high-quality presentation.

3

If you’re not using the projector’s built-in speakers,
turn them down and connect the notebook’s audio
out to the sound system.

4

If you’re using a wireless
mouse or controller, make
sure you can establish the
wireless connection.

5

Use the straightforward
network connection feature
in Win7 to connect to a network projector.

6

If there is no video, check
all the ports and then
check Windows’ Screen
Resolution settings.

7

Adjusting the screen resolution can resolve out-ofrange messages.

8

When a projected image
isn’t proportionally correct,
try repositioning the projector and/or changing the
projector’s keystone setting.

9

If a display turns off during
a presentation, check the
notebook’s power management settings.

10

If video isn’t displaying correctly, change the Display
settings to make the projector the primary display.

shared resource. Making a connection
to a network projector is as easy as plugging your notebook into the corporate
network via wired or wireless Ethernet.
Check with the company’s IT staff for
specifics. Once connected, use the network connection wizard in Windows 7
to find the projector you wish to use:
➤ Click Start (the Windows button in
the bottom-left corner of the screen).
➤ Click All Programs.
➤ Click Accessories.
➤ Click Connect To A Network
Projector.
➤ The network connection wizard may
inform you that your notebook’s
firewall is blocking the ability to
connect with the projector. Click to
establish the network connection.
➤ Either have the wizard search for
available network projectors or
enter the projector’s address manually if it is available.
Once connected, a Network Presentation window will minimize to your
Taskbar. When you’re ready to make
your presentation, open the Network
Presentation window and select Resume.
Your notebook will treat the network
projector like an external monitor.

➤ NO VIDEO
In many cases, your notebook will detect that you have a projector plugged
into one of its video outputs and will
automatically turn on the port. Not all
notebooks do this, however; and even
those that can still have missing video
if the notebook isn’t set to duplicate
the Desktop or extend it to the secondary monitor (the projector). Many
notebooks use a function key combination to toggle the projector port on or
off and set how you can use the display. We recommend using the control
panels in Win7:
➤ Right-click a blank area on the
Desktop.
➤ Select Screen Resolution.
➤ Select the second display from the
drop-down menu.
➤ Select Extend These Displays from
the Multiple Displays drop-down

menu. Your Desktop background
should now appear on the projector.
Win7 also has a pop-up display for
selecting the content that is sent to the
projector. Press the Windows-P keys to
bring up the four possible selections:
➤ Computer only (turns the projector
display off)
➤ Duplicate (mirrors your computer’s
Desktop on the projector)
➤ Extend (uses the projector as an extension of your Desktop)
➤ Projector only (turns off your notebook’s display and uses the projector
as the main display)

➤ VIDEO IS OUT OF RANGE
When the projector can’t reconcile a
video signal from a notebook with its
preset resolution, it displays an out-ofrange message. To solve this in Win7:
➤ Right-click a blank area on the
Desktop.
➤ Select Screen Resolution.
➤ Select the display associated with
the projector.
➤ Use the resolution drop-down
menu to adjust the resolution to
the correct value. Try 800 x 600 or
1,024 x 768 as these are resolutions
that many projectors can handle.

➤ DISPLAY TURNS OFF
If the projector’s display turns off
during your presentation, check your
notebook’s power management feature, especially if you’re running the
notebook off of its battery. Whenever
possible, use your AC adapter to run
your notebook.

➤ VIDEO WON’T DISPLAY
OR IS CHOPPY
Your slide presentation works fine,
but when you try to show a video, all
you see is a blank window or a choppy
rendition of the video. Trying to display
a video on two monitors can be too
much for a video card that has marginal
graphics capabilities. If video isn’t displaying correctly, change the Display
settings to make the projector the primary display. ●
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Quick Cloud Collaboration

KEEPS PROJECTS IN SYNC
As the number of employees doing
business outside the walls of the traditional office environment increases,
companies of all sizes are adopting new
ways of getting work done. Namely,
they’re moving toward more flexible,
efficient cloud-based services. Although
the purposes of online SaaS (software
as a service) options vary, users are taking advantage of seamless conferencing,
file sharing, idea generating, and so
much more. Read on to find a service
that suits your collaborative needs.

➤ TAKE DOCUMENTS
OFFLINE
It seems inevitable that wireless Internet availability determines when and
where you edit online documents while
you are on the road. But with the help
of the right device-specific offline app,
you don’t have to postpone work until
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you are within range of a Wi-Fi hotspot.
Some basic apps primarily let you read
docs offline, whereas more featurepacked options let you edit and save
changes to collaborative documents,
spreadsheets, and presentations. Microsoft, for instance, provides a solution for
offline workers via Office 365’s SharePoint Online (office365.microsoft.com).
Using the program’s MySite tool, you
can create copies of documents on your
PC and work on them when you are
offline. Then, when you connect to the
cloud again, SharePoint automatically
syncs your work.

➤ DON’T FORGET
YOUR WEBCAM
Collaboration is accomplished on an
international level these days, which
means that face-to-face conversations
with globetrotting team members are

commonly conducted via LCD touchscreens. Whether you’re working on a
smartphone, tablet, laptop, or PC, using
your webcam as a collaboration tool
connects you to colleagues and clients
more intimately than the routine conference call. We suggest using a videoconferencing app or software that supports
multiuser conversations. Some options
let you incorporate shared whiteboards
and simultaneous document editing.

➤ CONSIDER USING
FILE-SHARING TOOLS
If you need to share documents that
don’t contain particularly sensitive data,
you can do so using a file-sharing service. Most file-sharing services let you
securely upload and store a limited number of gigabytes (2 to 5GB is common)
of data. Some services also give you the
tools to organize your files. Sharing from
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your mobile device makes on-the-go
collaboration convenient, so it’s beneficial to check out file-sharing apps appropriate for your device.

➤ CONSIDER ONLINE
PRODUCTIVITY TOOLS
A plethora of Web apps fall under the
umbrella of “productivity,” but in no
way is that a bad thing because there is
an app for practically every task, priority, project, and goal. For instance, you
can use project management tools to
juggle deadlines, manage to-do lists,
track workflows, and more. Adding to
these capabilities, Microsoft Office
365 gives team members shared access to master documents via usercreated intranet sites, so they can edit in
real-time and manage file access among
customers and partners.

With a cloud service such as Microsoft Office 365, you can co-author Word documents,
Excel sheets, and other ﬁles with colleagues. Unlike traditional Office products, you don’t
have to save a separate version for yourself or wait until another person closes the ﬁle.

➤ USE WHITEBOARDS
When you can’t meet in person, you
and your virtual team can interact and
brainstorm on full-featured online
whiteboards. Browser-based whiteboards typically let you invite meeting
participants to create and sketch on the
same board. A number of whiteboard
apps also support real-time collaboration in which everyone in the session is
an equal participant. This is a good tool
for tablet users who want to share ideas
on the go but need input from others.

➤ ACCOMPLISH MORE WITH
WEB APPS THAT COMBINE
DIFFERENT CAPABILITIES
Multitaskers take note: Not only can
you collaborate with more team members in the cloud than ever before, but
you can also complete more tasks within the same service. Want to walk your
team through a live slideshow from
a presentation sharing service? No
problem. Need to create flow diagrams
and share relevant images with your
colleagues online? There’s a service for
that. And, if your team and a third-party
developer are working on a website,
for example, you can work together in
a virtual space where anyone can add
comments, crop images, and more.

If you’re a Windows Phone user, you can easily access Office 365 apps from your device.
Speciﬁcally, you can start a new OneNote page, create a new Office document, or edit ﬁles
saved in SharePoint.

➤ MANAGE TIME & TASKS
Organizing schedules and all the associated meetings, deadlines, projects,
and so forth can become a daunting
task. Among the available cloud-based
sites and mobile device apps, you can
find apps and services that will help
you manage your work life. Consider
utilizing event-based planners, grouporiented reminder apps, services for
meeting coordination, and visual to-do
lists to keep your busy life on track.

➤ PRINT DOCUMENTS
When you need to print content from
your mobile device, you can use one
of many available apps to print documents to supported printers anywhere

in the world. For example, if you are
working on a presentation on your
tablet while traveling and need to
distribute copies to colleagues, you
can print the presentation to a printer in your main office. Some mobile
printing apps let you search a directory for nearby printers (such as those
in hotels or airports) or locate a printer via GPS, so if you need to print a
boarding pass or other content from
your device while traveling, you can
do that, too. Some cloud-based printing apps and services also provide the
option to print by sending an email
attachment to a supported printer, or
to print documents saved in an online
storage service. ●
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PowerPoint Tips For

ADDING CHARTS & GRAPHS
The scenario is familiar to traveling professionals: your PowerPoint
presentation is all set when new and
relevant information comes to light
and must be added. If you’re on the
road or in the sky and find yourself
having to add charts or graphs to a
PowerPoint 2013 presentation, this
article will help. We include tips designed for PowerPoint novices and
adept PowerPoint users seeking specific chart-making advice.

➤ CREATE A BASIC
CHART OR GRAPH
To insert a colorful chart or graph
illustration into your PowerPoint
presentation, locate the Insert
tab and select Chart. Next, look
through the available chart types,
select the design that best represents the information you want to
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share, and click OK A Microsoft
Excel chart will open with placeholder text and figures you can replace with relevant data. When you
finish entering your data, close the
spreadsheet to see the completed
chart in the slide.

➤ SAVE & MANAGE
CHART TEMPLATES
If you want to adjust the look of
an existing chart, click the chart in
the PowerPoint slide and the Chart
Tools contextual tab appears. Keep
in mind Chart Tools will only appear
when you select a chart. Open the
Design tab and you can manipulate
the overall layout of a chart, adjust
its style, and save it as a template
for future presentations. To adjust
the orientation, size, or spacing of a
chart’s data and graphical elements,

expand the Chart Layouts pane and
choose from the layout options. You
can also change chart elements and
background colors by selecting options from the Chart Styles section
on the Design tab. When you’ve
fashioned a chart you’d like to reuse,
click File, Save As, and choose the location in which you want to save the
slide. In the Save As dialog box, type
a name for the template in the File
Name field, select PowerPoint template from the Save As Type dropdown menu, and click Save.

➤ HIGHLIGHT IMPORTANT
DATA IN A CHART
Whether you’re presenting numerous charts or need to add emphasis to specific data within a chart,
sometimes it’s beneficial to call out
key points. Locate the Drawing pane
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in the Home tab and expand the
Shapes menu. Select one that is appropriate for emphasizing information in your chart, and then click
anywhere in the chart to place the
shape. To customize the shape, select it and click the Shape Fill, Shape
Outline, Shape Effects, and Quick
Styles options in the Drawing pane.

Microsoft PowerPoint’s
Design tab in the Chart
Tools contextual tab lets
you modify the layout of
your chart and adjust its
style. These settings help
you create one-of-a-kind
charts and graphs that
illuminate important
statistics or values.

➤ INSERT A CHART
THAT’S LINKED TO EXCEL
If you’re used to working in Excel
and prefer to construct the skeleton of your chart first, you can use
Excel to compile data and create a
chart for use in PowerPoint. Start by
entering values in an Excel workbook. Highlight all necessary data
cells, click Insert, and apply a preferred chart style in the Charts pane.
Next, select the newly created chart
and click Copy in the Home tab.
Open a current or new PowerPoint
slide and find the Clipboard pane
on the Home tab. Click the Paste
drop-down arrow and choose Keep
Source Formatting & Link Data (to
maintain the appearance of the Excel
file) or Use Destination Theme &
Link Data (to match the chart appearance with the presentation).

➤ EDIT & ADD LABELS
A chart that includes a lot of numbers or a detailed legend may
require some editing, especially because you want it to look polished
for presentation purposes. These

You can outline a graphical element, change its
color, and add unique
effects to a chart or graph
all within PowerPoint. In
addition, applying WordArt Styles will change
the ﬁll color, shade, and
outline of selected text.

fine-tuning tools are located in the
Add Chart Element drop-drown
menu in the Chart Layouts pane of
the Design tab on the Chart Tools
contextual tab. If you notice that
your chart is missing a title, you can
add one by selecting Chart Title and
clicking Centered Overlay Title or
Above Chart—this displays a title at
the top of the chart. You can browse
the remaining label options to add
axis titles, insert legend variations,
and manipulate data.

➤ ADJUST STYLE & TEXT
To put the finishing touches of color
and contrast on a chart, start by clicking
the Format tab in the Chart Tools contextual tab. You can enhance backgrounds, category shapes, and 3D chart
elements when you use options on
the Shape Styles pane for each feature.
Options on the WordArt Styles pane

let you apply fill colors, outlines, and
effects to chart text. To view every part
of your chart (such as depth, floor, horizontal axis, side wall, and so on), click
the drop-down arrow at the top of the
Current Selection pane.

➤ MODIFY DATA
IN AN EXISTING CHART
Regardless of whether you created
your chart in Excel or PowerPoint,
you should be able to modify data
without much hassle. In PowerPoint,
click the chart you intend to change
and select the Design tab in the Chart
Tools contextual tab. Next, click Edit
Data in the Data pane. Excel opens the
data sheet in a new window, and from
here you can click and edit individual
cells. Simply closing the Excel file will
refresh and save the new content.

➤ ADD ANIMATION
If you want to emphasize a particular
data group, you can add animations to
a graph or chart. Under the Animations
tab, the Animation pane has a variety
of animations you can apply to a chart.
Explore extra effects by expanding
the pane and clicking More Entrance
Effects, More Emphasis Effects, or
More Exit Effects at the bottom of the
menu. To stagger the animation of individual objects, click Effect Options in
the Animations pane and select one of
the following functions: As One Object,
By Series, By Category, Be Element In
Series, or By Element In Category. ●
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Mobile Data Best Practices

SYNC & BACKUP OPTIONS
FOR YOUR TRAVELS
The theft or loss of a laptop, tablet,
smartphone, or other mobile device
ranks among the worst productivity catastrophes that can befall a traveling
professional. For all intents and purposes, our devices are our offices when
we travel, and losing them disrupts our
ability to work and communicate. There
is an obvious financial hit associated
with the loss of hardware, but there is
a potentially greater hit that occurs in
the loss of corporate data. It’s important, then, to know where your data
is at all times, so in the event that you
no longer have access to your devices,
you’ll know what is lost and what is accessible elsewhere. And, if you follow a
few mobile best practices, you’ll never
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have to worry about losing much data at
all—if any.
➤ KNOW WHAT GETS BACKED
UP AUTOMATICALLY
Depending on your smartphone’s or tablet’s OS (operating system), there is a
certain amount of device data that automatically gets backed up on a regular
basis. If you use a USB cable to directly
sync your iPhone or iPad with your
computer, for example, the sync process backs up all of the OS and app data
stored on that device; there is an option to encrypt and password-protect
the backed-up data, too. If you use the
iCloud service with your iOS device,
specific sets of data will automatically

be backed up in the background as long
as your device has a Wi-Fi Internet connection, is plugged in to a power source,
and has a locked screen; backed up data
can include camera roll images, documents, audio, and settings, depending
on the options you choose.
Android users can manage incremental backups for apps and device
settings by signing into the associated
Google Account from their smartphones
or tablets. The Android Auto Sync feature routinely syncs in the background;
how and what it syncs partly depends
on the options you choose, but by default the feature backs up OS data, contact information, documents, and select
app data (such as Facebook and Twitter).
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If you have a device running one of
the latest versions of Windows Phone,
you can sync documents stored on your
device with Microsoft’s OneDrive cloud
storage solution; you can also retrieve
documents from OneDrive that were
uploaded from a different source. To
sync all of the photos, audio files, and
videos stored on your Windows Phone
device, you must install Microsoft’s
Zune software on your computer and
connect the mobile device to the computer via USB.
➤ DON’T FORGET
YOUR APP DATA
“App data” encompasses a broad range
of digital information, but in our context it means third-party apps and the
content you create using those apps.
Consider, for instance, note-taking services that exist as both cloud services
(where all of the information associated with those services is stored in the
cloud) and applications (where your
app-related information is stored locally). As you take notes with the app,
it stores those notes locally and in the
cloud simultaneously and in real-time.
Such an app-service combination is different from a note-taking app that does
not have an associated cloud service;
with this type of app, everything you
add is stored only in the device and is
therefore vulnerable to loss. Make sure
you know how your apps work so you
don’t get caught unawares.

Also keep in mind that some apps
are more flexible than others. Apple’s
Notes app in iOS, for example, can
keep your notes on the device only or
on both the device and in the cloud,
depending on how you set it up.
➤ BE CAREFUL
WHEN TRAVELING
If you travel frequently, you probably
have quite a few travel-related routines.
When it comes to keeping all of your
data intact, though, it’s important to remember that travel disrupts the routines you’ve established at the office.
For example, if you regularly sync your
tablet and smartphone with your computer but typically leave the computer
behind when traveling, the backup
that otherwise occurs with every physical sync won’t take place during your
travels. If you keep that sort of thing
in mind while traveling, you will remain aware of what data resides in
the “danger zone” (i.e., stored on your
device, but not backed up anywhere
else) in the event your device gets lost
or stolen.
➤ USE

CLOUD SERVICES,
AT LEAST TEMPORARILY

you could set up an account with a
major online storage provider to use
with only a handful of files that are
necessary for a specific trip. Providers
offering this type of service typically
also offer a mobile app that makes the
service more useful on your mobile
device. And some major storage services also sync with productivity apps
you might already have installed on
your devices.
Another stop-gap alternative is
to use a Web-based email service to
email documents to and from a corporate account. Doing this ensures
that a copy of the document is maintained on the corporate network even
after you delete the associated email
from the Web email account.
➤ PHYSICAL BACKUP
Finally, you can’t sync a certain amount
of valuable device data to the cloud
(or to your main computer via the
cloud), so be sure to back up that data
as often as possible to a second device
(such as a laptop) or storage solution
(such as a microSD card or portable
hard drive). ●

If you’re reluctant to sync key data
to a cloud backup or storage service
on a regular basis, consider using an
alternative cloud solution—at least
temporarily—to meet specific requirements while traveling. For example,

➤ To locate the
Storage & Backup
menu on your iOS
device, tap Settings,
iCloud, and Storage
& Backup. From this
screen you can view
available storage
and switch iCloud
off and on.
➤ You can customize which apps are backed up in iCloud by toggling the
ON/OFF button next to each app. Be sure to activate the Find My iPad
feature in case you need to locate a lost iOS device.
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Certiﬁed Piedmontese® beef tastes great: lean and tender, juicy and delicious.
But there’s more to it than just ﬂavor. Certiﬁed Piedmontese is also low in fat
and calories. At the same time, it’s protein-rich with robust ﬂavor and premium
tenderness. Incredibly lean, unbelievably tender: It’s the best of both worlds.

piedmontese.com

